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Session Roadmap

 Why Conformance Testing Matters

» CT Platform Evolution: CT22 -> CT23

» Expanded Protocol Coverage

« Test Automation Improvements

« Test package manager

» Usability Improvements

» CIP Security and User Authentication Enhancements
» CIP Safety Test Enhancements

« Q&A
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Why conformance testing matters

» Ensure compliance with evolving CIP Specification

« Stay current with new CIP Specification Enhancements (SESs)
» Detect interoperability issues before certification

* Improve certification readiness and shorten debug cycles

» Enhance product quality before ODVA testing

Key Benefits:
The CT tool helps users keep pace with evolving requirements while reducing risk,
rework, and certification effort.
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CT Platform Evolution

CT22 CT23

Released in October 2025 Released in October 2026
Expanded protocol test coverage Expanded protocol test coverage
DLR / Time Sync Test Automation Automation Expansion
New Utilities Integrated Workflows
Multiple Tools Unified User Experience
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Expanded Protocol Conformance Coverage

Object & Profile Test Updates:
>

Identity Object Application Profile attribute check and improved Type 2 Reset
testing

Parameter Object updates

Assembly Object Test enhancements

Motion Device Axis Object updates

New Process Device Profiles coverage

|O-Link Test improvements

QoS Object PCP (Priority Code Point) attributes and behavior test

LLDP Management Object NV attributes and LLDP packets transmission interval
validation
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OD7A Expanded Protocol Conformance Coverage

« Explicit Messaging compliance
» Verifies handling of services larger than 0x7F with no response.
» Validation of optional Class attributes 202-205 for each CIP Object
» General Status 0x04 with two associated Extended Status validation
» General Status 0x25 with Extended Status 0x114-0x116 validation
« Connection & Communication Testing
> New validation for Get_Connection_Owner and Redundant Owner Connection
» Enhanced Concurrent Connection test coverage
» Improved Change-of-State I/O connection handling
» Verifies multiple IP modes within a single CT Conformance Mode test run
» Adds MAC address validation for multi-port Ethernet devices
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2026

......... ODYA Test Automation Improvements
Automate manual tests Readme STC Edtor Conformance Test Interactive Test Sequencer Results Browser Messaging Tools DHCP Server CIP!
f TF11811.20_EN4ATR

or greater accuracy, DUT Address:  192.168.1.10 | Host Address: | 192.168.1.59/24 il
Consistency, and efficiency. Operatr Notes:
 DLR Emulated Test |
Available tests e i
* DLR Interoperability Test - Nores
° ACD Behavior Test V2512 - ACD Behavior Test
EDS CheCker CIP Safety Conformance  W1.2- CIP Safety Protocol Test
H H DLR Emulated Test 20.0 - Emulated Version
¢ I n-CabInet PhySICaI Layer DLR Interoperability Test V2.0.0- Requires DLR Hardware Test Setup
. EDS Checker 20-EDS Checker
* Tlme SynC TeSt In-Cabinet Physical Layer V1.0-Requires test equipment as defined by ODVA
. . Pre-Test Validation V1.0 - Pre-Test Validation
* Pre-TeSt Val Idatlon QoS Object Behavior Test V2.0.2- QoS Behavior Test
. TBV Review V1.0- TBV Review Tool
° TBV ReVIeW TimeSync Test W2.0- TimeSync Test
TTL & MCast Test W1.8.8- TTL & MCastBehavior Test
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Test Automation Improvements

== ODVA CIP Protocol Conformance Test Suite CT23-EN EtherNet/IP -

COVA C1p Protocol Canfoemance Test Suite CT23.EH Emestet/ih = B =
fin Hep
File  Help Fimadme  STC Edfor Confomance Tesl  Inieractive Test Sequencer  Femults Browser  Messaging Todls  DHCP Server P Motion VO Viskdtor.
| Package Pevor Vewer Lo Vewer
Readme STC Editor Conformance Test Interactive Test Sequencer  Results Browser Messaging Tools  DHCP Server  CIP Motion 1/0 Validator ‘ —— —— — |
TF11811.20_EN4TR DLR Emulated Test V200 | [ o EmstmeaTent 2 |
E-{=f DLR Emulated Test V-2.0.0 | 7 A
DUT Address:  192.168.1.10 | Host Address: | 132.168.159/24 v i, | EtherNet/IP ODVA Conformance Test Results
Operator Notes ) MainRoutine Test: DLR Emulated Test
- - {1 - DLR Object Attributes Version: 2.0.0
=] @1.1 - DUT Ring Normal and Linear Normal | | TimeStamp: 2026-10-11T14:10:05.5025553-04:00
@ Note: Test Overview | | Elapsed Seconds: 360.0665798
Auaiable tests ] () Start Capture Test Enginecr: cationVali
(&) Main Supervisor Disable || Authentication: AuthenticationValid
Name Notes @) Wait 25 | | Test Result: PASS
i = VerifyRingState - Linear (0) and Nomal (0) Testw: .
ACD Behavior Test V2.5.12- ACD Behavior Test Main Supervisor Enable estware
CIP Safety Conformance V1.2 - CIP Safety Protocol Test @ Wai 2s Test Step Result
DLR Emulated Test V2.0. mulated Version L*:L:J VerifyRingState - Ring (1) and Nomal (0} [ peer— ass
DLR Interoperability Test  V2.0.0 - Requires DLR Hardware Test Sett ::m‘z;iu':amw Disable || e ——— PASS
TS i e LA E VerifyRingState - Linear (0) and Nomal (0) \j ———DUT lniakzaton Using iogt DUT IP of 192.168.1.10 and MAC of 0S619SE2626B. s
In-CabinetPhysical Layer V1.0 - Requires test equipment as defined Wait 1s | o
Pre-Test Validation V1.0- Pre-Test Validation StopCapture ——— Auomated Cable Conrel Actomaed csble control i cnabled o
QoS Object Behavior Test V2.0.2 - QoS Behavior Test @ 1 - DUT Ring Fault (Bescon Siate)
| - [ @) Note: Test Overview | | | ———Seected Port 1 1921168.1.59 - DUT. )
TBV Review V1.0- TBV Review Tool Main Supsrvisor Enable ‘
N T
| ———Sclected Port 2 192.168.2.100 - USB NIC. =
| —SelectTests PASS
Test Sections X
BrnA || |———purpLR e DUT is Beacon-based. -
8 1.1-DUT Ring Nommal and Linear Normal =
———DUT Supervisor Capsbiliy DUT s supervisor capable
8 1.2-DUT Ring Fauit (Beacon State) {€) Set Supervisor Ring State to Nomal Finished Script: PASS | penmertw " i
. BT ng L (Emulated sz OOEEd) Wat 1s -TCP/TP Mode: DUT TCP/IP Interface Object instance 1 supports 3 TCP/TP modes: DHCP, StatclP, HardwareConfigurable. ==
—_— Modes . : : 2
8 1.4-DUT Ring Fautt (Emulated Port 2 Closed) VerifyRingState - Ring (1) and Nomal (0) | Hote
8 1.5 Active Supervisor Changs ~@wat 1s | | | ———Curreat TCPIP Mode DUT is currently set o StatcIF mode. o
8 2.1 - Sign_on Frame - Minimum () StopCapture oK | e S oo S Note
8 2.2- Sign_on Frame - Populated {@1.3- DUT Ring Fault (Emulated Port 1 Closed) Selected 1O Consection Selected 1O connection Rack Coan 4 Slot for the DUT. =
1B 2.3- Sign_on Frame - Overflow Note: Test Overview | Hoe
18 3.1-DUT Fort 1 Link Lost (Cable &) Main Supervisor Enable | —TestCleanup Disabled Enilated Main Supervisor at 192.168.1 39 Disabled Emulated Backup Supervisor at 192.168.2.100. PASS
18 3.2 DUT Port 2 Link Lost (Cable B) Start Capture Mainkouse PasS
1 3.3- DUT Locate_Fautt Response, Emulated Port 1 Dawn (Cable C) ya“; oo - (1) o Hommal (0 i =rsrayvew onss
1B 3.4- DUT Locate_Faut Response, Emulated Port 2 Down (Cable D) (@) VerfyRingState - Ring (1) and Nomnal (0) | ———
1B 35-DUT Locate_Fault Response, Both Forts Up (Cable E) [Upon receipt of the Link_Status, the DUT Active Supervisor should i il || | Normat PASS
| ‘The Ermated Supervisor, previeusly sending RING NORMAL STATE boih ports, stops - -
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%%2;;% Test Automation Improvements

New Options menu for

» Automated Power Control

« Automated Type 1 Reset Recovery
» Automated External Switch Control

=== JDWA CIP Protocol Conformance Test Suite CT23-EM EtherMet/1P

File | Help

Load Configuration... Alt+C Lteractixre Test Sequencer FResults Browser Messaging '

Import License File

Options... ’ Automated Power Control

Exit Autornated Typel Reset Recovery
Autormated External Switch Control
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Test Automation Improvements

Automated Power Control

Automates DUT power cycling for CT protocol and Interactive Test Sequencer

tests.

i Power Control Automation Setting

B Enable Automated Power Contral

Power Off Command C:ASilert Mode L exe

O

*

Power Off Command Arguments 192 168.5.100:80 admin:1234 1off

Power On Command C:\SilertMode UL exe

Power On Command Arguments 192 168.6.100:20 admin:1234 Ton

Wait Time Between Power off and On (ms) 1000

Test

Power On Power Off

oK

Cancel

Technical Track
© 2026 ODVA, Inc.
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%%2;;% Test Automation Improvements

Automated Type 1 Reset Recovery
Automates configuration for the selected DUT after a Type 1 Reset.

a-) Typel Reset Automation Setting = O X

B tutomatic Recovery After Type1 Reset

Wait Time After Type1 Reset (ms) 10

Type1 Reset Recovery Command

Command Arguments

QK Cancel

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 1"
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Automated External Switch Control
Automates switch operations required for DLR Interoperability testing.

0! External Switch Automation Settings

@ Enable Automated Extemal Switch Control

Cable A

Connect: Connect.exe

Test Automation Improvements

Arguments:

argl, arg2

(]

Disconnect:  Disconnect exe

Arguments:

argl, arg2

Cable B

Connect: Connect.exe

Arguments:

argl, arg2

Disconnect:  Disconnect exe

Arguments:

argl, arg2

Cable C

Connect: Connect.exe

Arguments:

argl, arg2

Disconnect:  Disconnect exe

Arguments:

argl, arg2

Cable D

Connect: Connect.exe

Arguments:

argl, arg2

Disconnect:  Disconnect exe

Arguments:

argl, arg2

OK

X

Technical Track
© 2026 ODVA, Inc.
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Test Package Manager
» Package-centric workflow that simplifies test execution and results
management.

« Automates packets capture and results collection for protocol tests and
Interactive Test Sequencer execution.

« Consolidates SOC, EDS, CT log files and network captures into a unified
package structure.

» Supports both CT GUI and Silent mode execution workflows.
» Enables flexible package management with file add/remove capabilities.

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 13
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Test Package Mana

- ODVA CIP Protocol Conformance Test Suite CT23-EN EtherNet/IP
Fle Help

Readne STC Editor Corfomance Test _Interactive Teat Sequencer Resuts Browser  Messaging Tools  DHCP Server GIP Moton LI Vaidator

| Package Repot Viewer Log Viewer

Viewer
Package:  12618.030

—wa

Active Sub-Package: | ESENENENTRER

Collapse Expand i 2616039 dr sik

12618.03-L9_dr_sik soc
Package Protocol Test
20281009,

) 134553
CT23_12618.03-9_dr_skclog
CT23 126180349 dr sk poapng

20261005_162446
CT23_12618.03.19_dr sixlog
CT23_12618.03-9_dr_s peapng
sslkeylog

20261005_232910
CT23_12618.03.19_dr sixlog
CT23_12618.03-L9_dr_sib peapng

20261010_090208

-CT23_12618.03:L9_dr_silog
CT23_12618.03-5_dr sk peapng
sl keylog

| Curert SOC New Open Export

Selected Part

Delete Add Log Add EDS Add Folder

5 20261003-131411 [PASS 19 Tests]
20261009-131411_DLR_Emuieted_Test_12618.03-L_dr_sik Himl

| 20261009-131411_DLR_Emulated_Test_12618.03-L9_dr_sibxml

E-Peaps

DLREmulated_1_1_RingNermal pcapng

_RingFaul peapng

) EmulatedPort1Closed poapng

:_ EmulatedPort2Closed peapng

;_ActiveSupenvisorChange peapng

) CableBpeapng

et
'_FautDetection_Link Stetus peapng
,_RapidFaut.pcapng

TTL_ MCast_Test
- 20261010-095131 [FAIL 1/2 Tests]
| 20261010-095131_TTL_MCast_Test_12618.0319_dir_six ml
20261010-095131_TTL_MCast_Test_12618.03-L9_di_sixaml
E-Peaps
TTL-Mcast peapng
120261010-103305 [PASS 12 Tests]
20261010-103305_TTL_ MCast_Test_12618.03-L9_di_six il
-20261010-103305_TTL_MCast_Test_12618.0345_di_sbxml
8.03-L9_duaip

er

Technical Track
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Usability Improvements

 New Splash Screen for a more informative startup experience

« DUT interface selection enabled in the Messaging Tool

» Configurable connection size in the Explicit Messaging Tab

« Dedicated Close Connection button in the I/O Messaging Tab

« Share host and DUT interface selection across Messaging Tool

» Faster object selection with double-click in the Test Configuration GUI
» Flexible Conformance mode with or without security session

* New In-Cabinet utility for testing configuration and diagnostics

» SOC update at original import location

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 15
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Usability Improvements

DUT interface selection enabled in the Messaging Tool
Configurable connection size in the Explicit Messaging Tab

-+ ODWA CIP Protocol Conformance Test Suite CT23-EN EtherNet/IP

ance Test Interactive Test Sequencer ser Messaging Tools DHCP Server CIP Motion 1/0 Validater

Explicit Messagng 0 Messaging Encapsulation Commands  Cbiect Scan

Quick Commands:  Reset DUT as pawer cycle

Clear Response

2026 Industry Conference & 24th Annual Meeting

Technical Track
All rights reserved.
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Usability Improvements

* Dedicated Close Connection button in the 1/O Messaging Tab
. Share host and DUT interface selection across Messaglng Tool

- ODVA CIP Protocol Conformance Test Suite CT23-EN EtherNet/IP m]
File  Help

Readme STC Edtor Conformance Test  Interactive Test Sequencer Resuits Browser Messaging Tools  DHCP Server  CIP Motion 1/0 Validator

Explicit Messaging 10 Messaging  Encapsulation Commands  Object Scan  DLR  InCabinet

1/0 Configuratio

Select Interfac
Host IP Address: 192.168.0.59 ~ © TCP

DUT IP Address: 192,168,012 - O uor

Trigger Application Type:
© Cyclic
O Change f Site
Comnection Pathfhex):
91025031
05T

Real Tme Fomat” [iiznbeat | Rplsy 100 ) Varable

Data Size:

T->0:

Real Time Format: [ iodaless fornat ] RPlms: 100 © Variable

Data Size: 4

Save I0s Establish Connection Close Connection

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org
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Usability Improvements

» Faster object selection with double-click in the Test Configuration GUI

ODVA CIP Protocol Canformance Test Suite CT23,

» Flexible Conformance mode with or without security session

theset /P
B Help

Readee STC Edtor Confomence Test  injecactive Tost Seuences Rosls Bruwser Messagng Tools  DHCF Server  CIP Mason 0 Valdatar

Test Corbguratins Fum Test

Impienerted Otyecs
1- lderaty

ss2e Router
et
cnnecsor Mansger
e

Time Sy
Grgins Cosnaction Uit Tesk Mode
- Boee Evergy c
Flecireal Eneng: © Deveiopent
Cortomarce
P nedece
| ik
| OF Maragemer =

Technical Track
© 2026 ODVA, Inc.

12618.03-L9_duslip-port]
Objects To Teat
266 LLDF Deta Table

Incuds

Prfie Verficaton

) LLOP MIE Test

2026 Industry Conference
All rights reserved.

- o x

Fle Help
| Readme STC Edtor Corfomance Test
Test Configuration  Run Test

Implemented Objects

~- ODVA CIP Protocol Conformance Test Suite CT23-EN EtherNet/IP

Interactive Test Sequencer Results Browser Messaging Tools DHCP Server CIP Motion 1/0 Validator

12618.03-19_dualip-port1

Objects To Test
1- Identity 1- Identity
2- Message Router 2- Message Router
| 4-Ass 4- Assembly
6- Connection Manager 8- Comeaian Hanager
- Fi - File:
67-Time Sync. 67-Time Sync.
69- Originator Connection List Test Mode: 53:8;%”“’“""5“‘“” List
= S;’imw 78- Base Encr
- Development 79~ Blectiical Eneray
79- Electrical Energy O Developmer 13- Bered
93- CIP Security

94 - EtherNet/P Security
95- Certificale Management
96 - Authority Object

99- Ingress Egress
244-Port

245- TCP/IP Interface

246- Ethernet Link

265- LLDP Management
266-LLDP Data Table

ity
94- BherNet/IP Securty
95 Certficate Management
96- Authorty Object
99- ingress Egress

245- TCP/IP Interface
246 - Bihemet Link
265~ LLDP Management
266 LLDP Data Table

=3 Run Test

& 24th Annual Meeting

Include:

@ Profile Verfication
Encapsulation
T Securty Session
[ 10 Connegtion Test
[ PSK Test

[ Certiicate Test

Virtual Modbus Device

Virtual 10-Link Device
LLDP MIB Test

www.odva.org
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8298 Usability Improvements

Industry Conference and Annual Meeting

* New In-Cabinet utility for testlng configuration and diagnostics

~-~ ODVA CIP Protacol Conformance Test Suite CT23-EN EtherNet/IP X ~ ODVA CIP Protocol Conformance Test Suite CT23-EN EtherNet/IP - [m]

Fle Help File  Help
Readme STC Edtor Conformance Test Interactive Test Sequencer Results Browser Messaging Tools DHCP Server CIP Motion 1/0 Validator

Readme STC Editor Corformance Test Interactive Test Sequencer Resuts Browser Messaging Tools  DHCP Server CIP Mation 1/0 Validator
Explick Messaging 10 Messaging  Encapsulation Commands Object Scan DLR  In-Cabinet Explicit Messaging 10 Messaging  Encapsulation Commands  Object Scan  DLR  In-Cabinet

Host IP:[192.163.1.200 - Elemet 3 v Control Mode: Host IP: [192.168.1.200 - Ethemet 3 “ Control Mods: [LLDP

InCabinet LLDP Topology View

Gateway IP Address:  192.168.1.1 Gateway Control Mode via UDP is intended for 10BASE-T1S (In-Cabinet) networks |

Clear Custom LLDP Control Mode is intended for 10BASE-T1S (In-Cabinet) networks
Actual Topology
Rest | S 4= Bt Nodes Detected Postion 1D PHY Node D MAC Address 1P Address Subret Gateway

0 0 CORSET2T 15216811 1000 0000
Postion D WAC Adress 1P Aderess PHY Mode PHY Node IDfor PLCA 1 2 COFSET227D 15216812 255.255.255.0 0000
0 0000000000 2000 olca 0 2 1 JCOFSET2ARB 15216813 255.255.255.0 0000
1 UCORETID 19216812 PLCA 2
2 UCOFET2AFD 19216013 PLCA 1

Commissioing (Referenc) Topalogy

Read Synchronize Ppoly ‘Status Bits (0-4): 00000, Reference Data Not Ready

Postion ID MAC Address IP Address Subnet Gateway
0 000000000000 0000 0000 0000

Sert commission request for In-Cabinet Node Posttion |D 0 with IP Address 192.168.1.1, Subnet 0.0.0.0, and Gateway 0.0.0.0.

Gateway topology Updated successiuly LLDF Topology cleared

Commissioning obiect read successfuly.

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 19
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Usability Improvements

* Automatically update SOC at original import location

File Help

Readne STCEdfor Corfommance Test Interactive Test Sequencer Results Browser Messaging Tools DHCP Server  CIP Mation 1/0 Validator

Select A Device

12618.03_1756-L902TS_DualIP_SIL3
12645.021834 SUP-PWR__2478
12658.01-824_CT21_v1_11_1
12724.01-NXR-SXD1204-ET

12781.01-NGMV EIP 5.6.0.0 Edit 195
12789.01-L3a_DLR
1783-MMS3S8E_2621_CT22
1783-MMS3S8T+1783-MMA2S6T_26.2.1_CT22
CT22_performed_test
TF11708_L3100ERMS2_dualip_safety_a2
TF11811_ENATR_DLR_SEC_NO_CC
TF11811_EN4TR_PRP_NO_SEC_CC_morphed
TF1261801_L98OTS sil2_dir

CT22_swos_eip [+3]
11271.03_Conformance-LFO-Port1-DHCP [11271.03]
11271.03HMS [11271.03]
11996.01_2198-C1004-ERS_FO [11986.01]
12514.02-100-E-INT [12514.02]

12573.02 GATEWAY [12573.02]
12573.02-GATEWAY_T1S[12573.02]
12618.03-L9_dlr_silx [12612.03]
12618.03-L9_dualip-port1 [12618.03]
12761.01-BTX6-DLR [12761.01]
12770.01-2198-D020-ERS4 [12770.01]
12770.01E8-2198 HO03-ERS2 [12770.01]
12772.01-2188-P031 [12772.01]
12788.01-LEABTN [12788.01]
12716.02-EDLT_711 [EDLT_711]

UHMI HMI

10-Link test lO-Link tesd

CT22_NX502-1300 [NX502-1300]
NXR-SXD1204-CST INXR-SXD1204-CST]
Process-Promass100 [Promass100]
Promass100 [Promass100]

TF11718_L8SES [TF11718]
TF1181120_EN4TR[TF11811.20]

[ = ]
Edit

Delete

OK

Cancel

Add New Device

Device Name:

111111 - NF3-1040

Package Name:

111111

OC File Name

C:\Support\EN 12786.01 - TRSWendor supplie

Browse

OK Cancel

Technical Track
© 2026 ODVA, Inc.

2026 Industry Conference & 24th Annual Meeting
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................................

CIP Security and UAP Enhancements

Expanded cipher suite validation, including non-PFS cipher suites for
constrained CIP Security profile and verification of all cipher suite claimed
by the DUT.

Enhanced TLS compliance testing, including TLS version verification,
Encrypt then MAC Extension checks, and Secure Renegotiation Extension
validation.

Improved Ingress Egress Object test, including Set Rules service test
and validation of instances referenced by Associated Communications
Objects attribute of Port Object.

Expanded Secure Forward_Open validation: verifying restrictions on
establishing non-secure I/O connections over Secure Forward_Open.

Enhanced packet analysis support through more frequent ssl_key.log
generation for Wireshark packet decryption during live captures.

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 21
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CIP Security and UAP Enhancements

* Enhanced User Authentication Profile (UAP) Testing

» Trust provisioning via Password Authenticator Object, Certificate Authenticator
Object, OAuth/OpenID Connect, or Client Token.

Authority Object testing with provisioned credentials.

Common Object Permission Set support

UAP Session ID validation across role-based object access and DUT reset.
Expands UAP error-code coverage

vV V.V V

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 22
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CIP Safety - CT22-ES: Setup and Test Selection

 Embedded Python 2.7 runtime - SPTE's Python is now bundled with CT (no
system-wide install, no version conflicts)

« Guided test selection - valid-value prompts for Safety Configurations,
Formats and TSTs

* Live execution feedback - status window shows milestones and errors

du nng the run a2 Test Status - o x
== - e Test Running
P Sa afety Conformance V12-CPP Sa hlyP T
s e T5T3, TSCC, Bxtended
Test Step Running
: ALL APPLICABLE <Milestone test="3" milestone="1" comment="Extended Format Connection Established" />
TSC
= - - s Message Count
Test Sections ™C
ARnA = — ’
7] 1- Safety Test 1) FRion et Sstechen 2
1 2- Sebety Test Auct [ List Tests selection before executing
"] Notfy between ongnator configuration executions Emor Count
Cancel N
Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 23
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CIP Safety - CT22-ES: Coverage and Run Conditions

« TST108 - constrained to run against target configurations
« TST130 - now requires Propose/Apply TUNID List implementation

« Safety Supervisor - Safety Concurrent Connection attributes and services
supported

» Concurrent Connection tests are MVR (manufacturer validation required) -
see CIP Safety PCTS

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org
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ODYA CT23-ES: CIP Safety Enhancements
. Safety I/O in automated scripts: DLR, QoS and TTL/Multicast

« Safety Tools: live-connection controls - RPI, forced output, Safety Validator
diagnostics

« Advanced test selection: type tests, pull failed tests from the Safety Audit,
retry-until-pass

» Multi-port originator devices: a target config (.cfg) per TCP/IP interface,
selected by DUT Address

» Package Manager: Safety Audit integrated; scripts auto-capture Wireshark
traces and logs

« Bug fixes: TST44 default OUNID; Safety Supervisor null config-assembly
error; DOP deactivated-outputs test

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 25
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Safety I/O in Automated Scripts

 DLR - ring-fault behavior exercised with a live safety I1/O connection

* QoS - priority marking verified on DUT-produced Safety Data and Time
Coordination packets

« TTL/ Multicast - TTL and multicast address verified on safety I/O packets

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 26
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» Configurable RPI for the Forward Open / safety connection
» Force the produced safety output data
* Read Safety Validator diagnostics: Connection Fault Count, Validator State,

6
A

Max Data Age

Safety Tools - Live /O Connection Controls

Readme STC Edtor Conformance Test Safety Tools Results Browser Interactive Test Sequencer Messaging Tools DHCP Server CIP Motion 1/O Validator

Host Interface.

Host IP Address: | 192.168.1.2/24

DUT IP Address: | 192.168.1.10

0x3A Safety Validator Object diagnostics

> Get DUT
information

- Safety Connection Fault Count (class attr 8): 0

- No active Safety 10 connection: start a

connection to read State / Max Data Age

TF11708_L3100ERMS2_dualip_ODVAmodfied

Safety Reset
Reset Type 0

Reset Type 1

Reset Type 2

(] 0- Preserve Nodeld

[] 1-Preserve Baud Rate

[C] 2 - Preserve TUNID

[C] 3- Preserve Password

[C] 4 - Preserve CFUNID

[] 5- Preserve OCPUNID | Reset Type 2

Logs

clean logs open log folder

Open Safety Audit

DUT Configuration

Configure DUT

Propose TUNID

Apply TUNID

Type 1 Configuration

Read Assembly Object
Configuration Instance

no config
Safety 10 Connection
RPI
TSCP ~ Start Connection
Extended v Stop Connection

Read Safety Validator
diagnostics

Technical Track
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Advanced Test Selection

« Type tests as text - e.g. TST3 Extended TSCP repeatb;
» Get All Failed Tests from Audit - one click queues every failing/missing test
* Retry-until-pass - repeats until no errors and the CRC check passes
* Review failures cleared by retry (test mstablllty vs DUT defect) - see CIP
i SafetyTestMatrixStepForm = T ) t Form (|
Test Selection Advanced Selection Test Selection Advanced Selection
Safety Configurations [ALL APPLICABLE %g%g %EEEEE 1§§Ez§§§:§s :
Fosmate [ALL APPLICABLE TST5 Seudnd TECEL repentSs
TST6 Extended TSCPL repeat5:
e CEGRETE ToT13 Baondod Toch( onams: .
[[] Force test selection Get All Failed Tests from Audit
[C] Ust Tests selection before executing [] List Tests selection before executing
[C] Notify between originator configuration executions [] Notify between originator configuration executions
OK oK Cancel
Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 28

© 2026 ODVA, Inc. All rights reserved.



Package Manager - bundle test artifacts

for submission and review

Safety scripts auto-capture Wireshark

traces and pack safety logs

Packaging and Workflow

Package: |ST_r591

Active Sub-Package: |EIP-CIP-Safety-Target r591 v |

= EIP-CIP-Safety-Target r591
EIP-CIP-Safety-Target_r591.soc
—-Results
=-CIP_Safety_Conformance
-1 20261008-111500 [PASS 2 Tests]
20261008-111500_CIP_Safety_Conformance_EIP-CIP-Safety-Target_r591 html
20261008-111500_CIP_Safety_Conformance_EIP-CIP-Safety-Target_r591.xml
—-SafetyResults
—)-ExtendedFormat_TSCC
Conform py
Conform_44_1.py
=-Info_Test44_1
rollup html
TestResults log
test_44_1pcapng
test_44_1ixt
SafetyResults csv
SafetyResults xml
ValidationLog txt
-1-20261012-114718 [PASS 2 Tests]
20261012-114718_CIP_Safety_Conformance_EIP-CIP-Safety-Target_r591 html
20261012-114718_CIP_Safety_Conformance_EIP-CIP-Safety-Target_r591.xml
—-SafetyResults
—)-ExtendedFormat_TSCC
Conform py
Conform_44_2 py
=-Info_Test44_2
rollup html
TestResults log
test_44_2pcapng
test_44_21xt
SafetyResults csv
SafetyResults xml
ValidationLog txt

~

Technical Track
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SD7A CIP Safety PCTS - Manual-Review Items (Section 4)

................................

» Review Section 4 of the CIP Safety PCTS for items relevant to your product

« TST108 / SRS119 - automated for target devices; originators and
unsupported configs need manual verification (IP assignment incl.
DHCP/BOOTP; TUNID/IPAddr mismatch -> Abort)

« TST130 - conditional (F-5 C17); manual verification when Propose/Apply
TUNID List is not implemented

« Safety Concurrent Connection - MVR: contact ODVA to discuss
conformance strategy

» Repeated/retry tests - a failure cleared by re-running must be reviewed (test
instability vs DUT defect) via rollup.html and Vol 5 Appendix F

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org 30
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Questions & Comments:

odva@odva.org

Conformance:

conformance@odva.org

Q&A

Technical Track 2026 Industry Conference & 24th Annual Meeting
© 2026 ODVA, Inc. All rights reserved.
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