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A Typical Industrial Automation System Architecture
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The problem is not protocol diversity
It's repeated implementation of the same capabilities

| For device vendors | | For software vendors |

e Each protocol can
require a separate
stack

e Repeated exposure
of identity, data,
configuration and
commands

e More

combinations to
qualify and sustain

¢ Different client
libraries and object
models

e Protocol-specific
discovery and error
handling

e Repeated
integration and
regression work

For customers

e More gateways
and configuration

® |nconsistent
behaviour across
tools

e Higher lifecycle
complexity and
slower change

e Device vendor value
dependent on host
vendor
implementation

® Host vendor value
dependent on device
vendor
implementation

e Everyone does the
minimum
implementation "that
my customers are
asking for"
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Each new protocol tends to replicate:
« data and command mapping

« security and identity integration

« state and session handling

« diagnostics and observability

» test, documentation and support

tegratis

Why the current model tends to compound cost
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EtherNet/IP |O-Link Others
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Operations Industrial Al Manufacturing
Management & Analytics Execution

One semantic core, several protocol experiences

7.|il'

Cloud Applications al Twin Sustainability Asset Remote Access
& Simulation & Energy Performance & Collaboration
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MQrT REST
Client

PLCs & Controllers Drives & Motion
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EtherNet/IP PROFINET
Client Client

5 Edge Connectivity & Protocol Adapters

EtherNet/IP PROFINET BACnet Custom

Sensors & Field Devices. Robots & Machinery Vision & Inspection Process Equipment

e A common resource model for
identity, data, events,
configuration and commands.

* Protocol adapters map common
operations while preserving
protocol-specific strengths

* New bindings can be added
without rebuilding the complete
device or application model

evolution
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026 The vendor cost equation changes
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Capability core
+ Protocol bindings

Capability x Protocol x Product

More combinations to

implement, qualify and support
Reuse concentrates investment in the

common model and tests

Expected outcome

less duplicated code smaller regression surface faster protocol additions more consistent behaviour
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Value for both sides of the ecosystem

DEVICE VENDORS \

Implement capabilities ¥ | Integrate one stable
once Ny model

Reuse the core across - ‘ | Choose the best
products transport

Add bindings by market : Reduce protocol-
need —i] g specific logic
Concentrate S e Preserve application
qualification assets Al e investment

Technical Track 2026 Industry Conference & 24th Annual Meeting www.odva.org
© 2026 ODVA, Inc. All rights reserved.




P

%8212 What must be standardised
e How assets, data, metadata and
ReSO urce m Od el relationships are represented
O erat-ons e Read, write, command, event and
p I lifecycle semantics
0 e Consistent error categories,
E rrors & pOI |Cy identity, authorisation and limits
= 0 e How each protocol maps without
BI nd I ng ru IeS weakening the common contract
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Design Guardrails

* Lowest-common-denominator API
— If protocol strengths disappear, vendors will bypass the common layer.
» Hidden state in adapters
— Session dependence undermines scale-out and recoverability.
* Semantic drift
— Bindings must not reinterpret the same capability differently.
* Monolithic gateway
— A single component can recreate lock-in and slow independent evolution.
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A pragmatic adoption path

Interopera
Ecosystem

_ Measure
Define
Compare code, tests, latency,
Agree the minimum common operability and support
resources and operations. effort

Prove Expand

Bind two materially different Add bindings and migrate
protocols to one products incrementally.
implementation
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What a credible proof should demonstrate

Functlonal equwalence |

*The same asset capabilities are available through multiple bindings

:I Stateless operation

eRequests can move between instances without hidden session recovery

| Semantic consistency

*Values, errors and commands mean the same thing across bindings

| Operational evidence I

eScale, failure recovery, observability and security can be assessed

| Reuse evidence |

eCommon code and tests outweigh binding-specific implementation
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Industrial interoperability becomes more economical when
protocols become bindings to a shared capability model,
rather than separate product architectures.

Cloud-native Stateless Multi-protocol Lower cost

Designed for scale, Context is explicit; One semantic core Less duplicated
automation and durable state is supports several implementation, test
replaceable instances. separately managed. optimised bindings. and support effort.

The paper’s central proposition
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