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* Use Cases & Industrial Considerations
* Bluetooth Primer

— Bluetooth Classic vs. Bluetooth Low Energy (BLE)

— Reliability

— Security

— Linking

— Throughput

— Profiles
CIP Implementation

— BLE in OSI/ CIP Model

— Bluetooth Interface Object

— Adapting to CIP

— Mapping CIP to BLE Transport

— CIP Security & Routability
Extensions of CIP
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Use Cases

Provisiol devices thie

Certilicate Management Cliect

- User Cenbigoration
- User Dag’ls-;rs
© User Pruﬁ;imnﬂ/CDrmi-;imna

EtherNet/F

End to BEnd Secure Transport
at GF Application Layer
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ODVA Use Cases

2. Sensor Network

/’”’

Control Cabinet
with Gateway
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» Site Survey

— RF Environmental Assessment

— Electrical Noise

— Mapping & Documentation
* Physical Location

— Antenna placement, exterior to cabinet
» Environmental Considerations

— Exposed hardware to environment

Industrial Considerations
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Bluetooth Evolution
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_ Bluetooth Low Energ Bluetooth Classic
Frequency Band 2.4 GHz ISM Band 2.4 GHz ISM Band

40 channels with 2 MHz 79 channels with 1 MHz
spacing spacing

125 kb/s, 500 kb/s, 1 1 Mb/s, 2 Mb/s, 3 Mb/s
Mb/s, 2Mb/s

50m 100m
6 ms 100 ms

Mesh, Point-to-Point, Point-to-point
Broadcast, Star

128-bit AES, user defined 64b/128 bit, user defined
application layer application layer

« BLE allows for enhanced security functionality,
mesh networks, lower power consumption, and
more recent specification enhancements by the
BT SIG’s.

B Bluetooth
L Appiication ]
£/ 7 N

Corrroler

k‘h-—_:-—-lj
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SD7A BLE Reliability

Frequency Hopping and Frequency Shifting

« Shifts spectrum of channels at 1600 Hz.
— 37 Channels for data, 3 for advertising

* Avoids poor signal

* Reduce bandwidth of transmitted signal

» Limit out-of-band interference

Channel: 370 12 34 5 87 8 910 381112131415161718 1920 21222324 2526 27 28 2930313233 34 1516 38

2400 2410 2420 2430 2440 2450 2460 2470 2480

Frequency (MHz)  —— 2483.5
I Ccvertising
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ODVA Secure Communications
LE Secure
» Bluetooth Core Specification version 4.2
(2014)
. Federql Information Process Standards (FIPS) F:}: Security Levels
Compliant —
O Security
. Identity Resolving key (IRK) counters Identity  Levell
tracking Level p) “Just Works” — Unauthenticated pairing with
encryption
* Encrypted Communication CounterS paSSive Level 3 Authenticated Pairing with Encryption through OOB

eavesdropping (sniffing)

« Authentication of devices counters Active Level 4
eavesdropping (man-in-the-middle)

or passkey

Authenticated LE Secure Connection pairing with
128-bit encryption key
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ODVYVA BLE Secure Connections (v4.2+) Pairing Sequence
((T)) (<<l>>)
(.-
Central Device Peripheral Device
| |
I SMP Pairing Request .
g |
| SMP Pairing Response 1
Private/Public Key | | Private/Public Key
Generation | I Generation
| . Public Keys Shared - |
Shared Secret I I Shared Secret
(DHKey) Computed | I (DHKey) Computed
using ECDH | | using ECDH
1 SMP Pairing DHKey Check |
1 -
LTK Generated from | | LTK Generated from
DHKey | ] DHKey
: Channel Encrypted with LTK :
| |
| IRK & CSRK Generated and Shared 1
1 |
Technical Track 2025 Industry Conference & 23rd Annual Meeting www.odva.org

© 2025 ODVA, Inc. All rights reserved.

10



2025

« Time to transmit and Receive packet
— T — Transmit Packet with Payload
— T_IFS — Interframe time (150 ps)
— R —Receive packet
« 1M PHY (BLE v4.2: 1Mbps)
— 265-byte packet with payload**
— T=2120 us | R =80 us
— Throughput with CIP = .65 Mbps
« 2M PHY (BLE v5.0+: 2Mbps)
— 266-byte packet with payload***
— T=1060 uys| R=40 us
— Throughput with CIP = 1.16 Mbps

BLE Throughput
T T_IFS R T_IFS T
Preamble | Access Address PDU CRC
(1-2 bytes) (4 bytes) (2-257 bytes) (3 bytes)
Header Payload MIC
(2 bytes) (up to 251 bytes) (4 bytes)

*CIP adds additional 48-byte header in Payload
**1M PHY utilizes 1 byte for Preamble
***2M PHY utilizes 2 bytes for Preamble
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Each device has its own GATT Server Profile
(Collection of Services)

Service separates data logically and into
characteristics
Characteristics are the data itself.

— Device name, manufacture name, values,

permissions, etc.

UUID and Handle for each Service and
Characteristic
GATT Client references Handle to read/write
value.

Bluetooth Profiles

[ PROFILE

[ SERVICE

[CHARACTERISTIC

[CHARACTERISTIC

[CHARACTERISTIC
\

r
SERVICE

[CHARACTERISTIC

[CHARACTERISTIC
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Bluetooth Network Model with CIP

'8 B
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%B‘T‘-}E Bluetooth Interface Object Class

Industry Gont

Bluetooth Interface Object

» Represents Interface and link-level
security configuration

« Provides External Interface for: e Support Common Services:
— Configuration — Get_Attribute_Single(0x0E)
— Monitoring — Set_Attribute_Single (0x10)

— Network Commissioning
« Support Object Defined Services:
« BT Interface Object Class Attributes — Clear Bonded Device List (0x4B-?)
— Revision
— Maximum Instance ID
— Number of Instances

Technical Track 2025 Industry Conference & 23rd Annual Meeting www.odva.org 14
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Enable

Bluetooth Version
Bluetooth Type
Connection State
Power Class
Bonded Device List
BLE Device Role
Supported Profiles
Connection Interval
Slave Latency
Supervision Timeout
Supported Range

Bluetooth Interface Object — Instance Attributes

Maximum Data Rate
Supported Services
Pairing Method

Authentication Enable
Encryption

Resolvable Private Address
Security Mode and Encryption Level
Turn Off When Not In-Use

Reject Unknown Pairing Request

Use Strong Passkey

Disable Unnecessary Services
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2025

* Real-Time Monitoring: Supports similar CIP Class 1 messaging
for cyclic, time-critical data communication.

* Low Power Consumption: BLE PAWR's energy-efficient design
ensures prolonged operation of battery-powered devices.

* Scalability: Manages thousands of devices using Group IDs and
Response Slots, ideal for large-scale industrial deployments.

* Deterministic Communication: Collision-free data exchange
enabled by Response Slots ensures reliable performance.

* Explicit Messaging Support: Facilitates non-cyclic tasks like
configuration, calibration, and diagnostics using CIP services.

* Mobile Device Integration: BLE's ubiquity allows access via
smartphones or tablets for flexible, on-the-go operations.

* Enhanced Flexibility: Unified framework supports both real-time
monitoring and device management tasks.

* Improved Operational Efficiency: Enables centralized,
scalable, and reliable process monitoring and control.

*PAWR - Periodic Advertising with Response

Advertise

Event

Periodic Advertising riterval

S¥ne

Subevertt

Periodic
Advertsing
| subevent
‘} Irterval

%hverr} o

Subevent |

Adapting to CIP — Combining with PAWR

l Subevert 7.(

Periodic. Advertising
Response Slot Delor

Feriodic. Adv cr-m\ng subevent infterval

Hlllllll—«@

Periodi Advertsin ng RE.spDnsE Slot Spacing
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ggeﬁ Use of CIP Safety, Security or CIP Motion?

CIP Safety Feasibility:
«  BLE, with reliable frequency-hopping and sub-10 ms latencies,
« Can potentially support these safety applications at shorter distances.

CIP Motion Feasibility:

+ Typically demands ultra-low latency and highly deterministic messaging.

+  BLE solutions probably are not quite there, for synchronized axis motion control — At least not yet.
* However, BLE could be used in some non-critical motion diagnostics or configuration tasks.

CIP Security Feasibility:
Ensure confidentiality, integrity, and authenticity of industrial data

AES-CCM encryption ensure secure data exchange

Encapsulating CIP

Resolvable Private Address (RPA) periodically change device’s address
Sets requirement for proper security mode and level

Technical Track 2025 Industry Conference & 23rd Annual Meeting www.odva.org
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ggeﬁ CIP Security Implementation Steps

1.

2.

Device Pairing and Bonding

— Bond devices to secure long-term keys for future reconnections
Enabling Encryption

— Paired LTK’s protect data in transit.

— Only authenticated devices can decrypt and read.
Implementation of CIP Security Protocols

— Incorporate message authentication to verify data integrity and legitimacy
Privacy Protection

— Use Resolvable Private Address (RPA) - to rotate the BLE device address,
making it harder for unauthorized parties to track devices.

Handling Security Modes and Levels

— Leverage CIP Security’s end-to-end encryption so sensitive information remains
protected across the entire route

Technical Track 2025 Industry Conference & 23rd Annual Meeting www.odva.org
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Originate CIP Message from BT
Capable Device

+TLS
Encap Layer ( 2.4 bytes)

Cemmen Packet Format (G bytes)
Null addr tem
Uncorrected Data item
(=
- CIP Service ond Payload (variobie)
(Typcal sze - Get Attriute Snge ( 8 byvm-G identity Object)
[service code - Path sze - Path)

Routing CIP to other devices on
Ethernet/IP Network

+TLS
Ercap Layer { 24 bytes)
Comman Packet Format (G bytes)
Nl addr tem
Uncorrected Data them
(= 4

Connected Worker - CIP Security Examples

- CP Service and Payload (varubie)
(Typieal size - Get Attriute Srge ¥ b,:m identity Object)
[Service code - Path sze - Path]

End +o Erd Secure Trarsport
at CF Applicaton Layer
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DV A Conclusion

 BLE proven technology in loT applications through Bluetooth SIG supported by
established vendors in the industry.

— Reduced development costs over time.
— Reliable medium through frequency hopping.
— Continuous improvements in current and future releases.

* Wireless becoming more prevalent in industry with Connected Worker and
Interoperability of devices growing.

 Recommendation to meet BLE Secure level 3 with encryption and
authentication.

» Expansion of CIP ecosystem and interoperability to new mediums, applications,
and industries.
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Thank You — Questions?




	Slide Number 1
	Agenda
	Use Cases
	Use Cases
	Industrial Considerations
	Bluetooth Evolution
	Bluetooth Classic vs. Bluetooth Low Energy (BLE)
	BLE Reliability 
	Secure Communications
	BLE Secure Connections (v4.2+) Pairing Sequence
	BLE Throughput
	Bluetooth Profiles
	Bluetooth Network Model with CIP
	Bluetooth Interface Object Class
	Bluetooth Interface Object – Instance Attributes
	Adapting to CIP – Combining with PAwR 
	Use of CIP Safety, Security or CIP Motion? 
	CIP Security Implementation Steps 
	Connected Worker - CIP Security Examples
	Conclusion
	Slide Number 21

