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Safety Controller Architecture

Networked Safety
Based on EtherNet/IP

Safety Controller/PLC
e Safety Task

Safety 1/0O Devices
e Emergency Stop
 Safety Relays
e Light Curtains
» Safety Mats
e Door Lock Control

New Safety Device = CIP Safety Drives
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« There are many safety standards that provide guidelines for safety
systems.

e CIP Safety Drive Profile design focuses on EN61800-5-2, which defines
Safety Function requirements for adjustable speed drive systems.

Standard Relevance

Safety related parts of control systems:
Describes the categories, requirements, functional characteris-
tics, and general principles for design

ISO 138491

IEC 61508 Generic standard covering the safety lifecycle of electrical/ elec-
tronic/ programmable electronic systems. Facilitate

development of application sector standards. Risk assessment
for safety functions & safety integrity levels (SIL).

IEC 60204-1 Electrical Equipment of Industrial Machines:
Defines safety related conventional functions, stopping catego-
i : . — " i

IEC 61800-5-2 Safety requirements and functional safety for adjustable speed
drive systems

IEC 62061 TSrarmaar ot rrrrrie e rrtattoTr o IET U1 o000 specifically

for machinery sector including functional safety and manage-
ment procedures to achieve functional safety by design

NFPA-79 National Fire Protection Agency Electrical Standard for Indus-
trial Machinery:
Covers electric/electronic equipment or systems supplied as
part of industrial machinery or mass production industrial
equipment that will promote safety to life and property

OSHA Occupational Safety and Health Administration:
1910.217(b)(13) Addresses control reliability

Technical Track 2014 Industry Conference & 16 Annual Meeting page 3
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e EN61800-5-2 provides high level 61800-5-2
functional description of drive safety Functions Description
functions 5TO Safe Torque Off
« These are the safety functions that are 551 safe Stop 1
targeted for CIP Safety Drive Profile 552 safe Stop 2
support s05 safe Operational Stop
SLA Safe Limited Acceleration
SAR Safe Acceleration Range
Functionality Grouping - bl ok
Di T ti t SSR Safe Speed Range
iIsconnect Torque generating power to ST safe Limited Torque
the motor (STO) o Safe Torque Range
» Safe stop (i.e. S§1, _SSZ)_ SLP safe Umited Position
* Safe speed monitoring (i.e. SSM) su Safe Limited Position Increment
» Safe acceleration monitoring (i.e. SLA) <D safe Diraction
° Safe tOl’que mOnitOI’ing (le SLT) ShAT Sare Motor Temperature
» Safe position monitoring (i.e. SLP) SBC Safe Brake Control
» Safe brake control (i.e. SBC) SCA Safe cam
S5M Safe Speed Monitor
Technical Track 2014 Industry Conference & 16 Annual Meeting page 4
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STO (Safe Torque Off)

Safe Torque Off
Stop Request
« Stop Request \ N o | )
« Wait Stop Delay M“ !
Speed SafeTtI‘_mL.Luff
« Disable Motor Power o
! » Time
SS1 (Safe Stop 1)
Safe Stop 1
« Stop Request | o
+  Wait Stop Monitoring Delay S ] e
e Monitor Decel Until Standstill
e Disable Motor Power Standstil Spesd Safe Torque-off
Active
o [IME
SLS (Safe Limited Speed) Safe Limited Speed s SIS Reguest
EeqUE: emove
° Safe Limited Speed Request ) 4 sL5 Monitoring_ | _ Safe Limited Speed 4
h Delay o ACTVE =

« Wait Stop Monitoring Delay Speed f\/\/_’_A
i o 5LS Fault
« Monitor Speed < Safe Speed Limit _f_\ﬁ_;g_—;__;/
Safe Speed Limit
Acceptable Speed Range

= lime
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Feedback
Connector
KMCL
FPGA
ENET PHY#1
Port1 () (-lvm-l_>
Connector Three
Port > Encoder |
Switch Interface
ENET PHY#2 '_>
Port2 K <M
Connector
Voltage
Regulators
NAND Power Board
= EMIF_A Flash
s )
x A
\ 4 g
- > S
DDR2 PEY Comms Shared {8
Control —SUP——— ®©
Memory Core @ o £5 PWMS
=R Power
g < €= Erocessor ANALOG
Drive Core (Host) Power — Control Interface 25 CURRENT/
O
* & VOLTAGE
2
)
o
Micro
Controller
CHO
Safety Disable
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OPTION 1
Drive safety 1/0 activated drive safety functions
OPTION 2 <€ Safe Motion Subcommittee Target
Safety controller activated drive safety functions
OPTION 3
Safety controller configured & activated drive safety functions
OPTION 4 <€ Safe Motion Subcommittee Target
Safety controller executed drive safety functions
Safety Network safety 1I/O Drive Safety Drive Safety | Motion Profile
Connection Required Owner Function Activation| Config Source Command
Option 1 MNo Drive Drive Drive Drive
Option 2 Yes Safety Controller | Safety Controller Drive Drive
Option 3 Yes Safety Controller | Safety Controller | Safety Controller Drive
Option 4 Yes Safety Controller | Safety Controller | Safety Controller| Controller

Technical Track
© 2014 ODVA, Inc.
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CIP Safety network connection required. Guard gate

Safety Functions are executed in the SafetyController ~ Safety control
Drive. T8 ) I

Safety Function configuration data is
stored in the Drive.
Local configuration tool with signature management.

E-Stop safety
Safety Controller Switch
Manages all safety 1/0 — local and distributed Drive Safety Network with (o

Activates drive safety functions in drive & monitors configuration CIP Safety
drive safety status '

User programmable safety logic with access to broad

range of safety instructions and safety devices
Benefits

Simple pre-defined Safety Functions in drive

Relatively Fast Safety Reaction Time.

Light impact on Safety Controller loading. s

Deficiencies

Drive safety function configuration is locked in drive,
so limited drive setpoint control.

No Support for Multi-axis Coordination.

Technical Track 2014 Industry Conference & 16 Annual Meeting page 8
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CIP Safety network connection required.

Safety functions are executed in the Guard gate

safety controller (Except STO) Ffi:esta_feh‘ Safety Controller ~ Safety control
nstructions T S—

Safety function configuration is stored in 5 fpr ]

the Safety Controller. Sho s |

Can be changed dynamically within Safety Program. I 2t |
Safety Controller

Tiop_Moriirrg Dby 1900

o :::: = m: I E-Stop safety
Manages all safety 1/0 — local and distributed R . Switch
Executes drive safety functions in Safety Task using Doce s 0 ( o
drive safety status data i Ngilﬂ.;;rl;wrth
User programmable safety logic with access to broad afety

range of safety instructions and safety devices

Benefits
Support for Multi-axis Coordination.
Programmable drive safety function set-point control.
Flexible implementation of drive safety functions via
safety program.

Deficiencies
Relatively Slow Safety Reaction Time.
Heavier impact on Safety Controller loading.
Additional Safety Function programming required.

Technical Track 2014 Industry Conference & 16 Annual Meeting page 9
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New Profile Targets 2 Distinct Drive Types
e CIP Motion Drives

e Non-CIP Drives (SERCOS I111)

Profile Adds 2 New Safety Drive Device Types
e CIP Motion Safety Drive Device Type: 2D,
e Safety Drive Device Type: 2E,,

Both Drive Device Types...

e Support CIP Safety Connections to Safety Controller.
e Share Common Safe Motion Objects.

e Share Common Safety I/0 Assembly Definitions.
e Share Common Safety Supervisor State Model

Technical Track

2014 Industry Conference & 16 Annual Meeting
© 2014 ODVA, Inc.
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New Safe Motion Objects:
1. Safety Stop Functions Object
2. Safety Limit Functions Object
3. Safety Feedback Object
4. Safety Dual Channel Feedback Object

Basic CIP Safety Objects:

1. Safety Validator Object
2. Safety I/0 Assembly Object
3. Safety Supervisor Object

CIP Motion Objects:

1. Motion Device Axis Object
2. Time Sync Object
3. QoS Object

Basic CIP Objects:
1. Identity Object
2. Message Router

CIP Network

Technical Track 2014 Industry Conference & 16 Annual Meeting page 11
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CIP Motion Drive
behavior is governed C ransen s
by the Motion Device (D romina s e reama )
Axis Object State
Model.

AXxis Object states are  swoom Prive Enable

\ v v

!

m ap pe d to I d e n t I ty Standby Disabled Operatiin . Faulted

- Stopping ) »( Aborting
Object states. q ?
I d e ntit O b I eCt States Inhibits Preset Fault Reset : Fault Reset

y *0) Cots " )= G Ty = P
govern Module Status S I e s sl
h - Shutdown 'Bus Up Bus Up Initi'z;lliz?tion
ault
LED Behavior. e —
utdown ) A Initialization
Shutdown Reset »( Pre-Ch < Complete (iti;lizing
Technical Track 2014 Industry Conference & 16 Annual Meeting page 12
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Safety Supervisor State Model

CIP Safety Device
behavior is governed by
the Safety Supervisor
State Model.

Safety Supervisor states
are mapped to Identity

Power Applied, or

Reset Request fron any state except Crtical Fault or Executing,
or Perfrom Diagnostics Request fron any state except Critical Fault or

Selt-test
Passed

Recoverable Fault

l

TUNID
o Invalid

Seli-test

Failed

o
-

_ Recover Request or

" Cleared Exception

Object states. Vaid Recovery %sﬂ
Safety Supervisor states “"‘n‘fﬁm ¥ |, s %
govern Module Status e
LED Behavior. L . e
Problem: A CIP Motion vease Poe| | Pote
Safety Drive has only 1 Cortgre__ crca Faut |
Identity Object and 1 e
Module Status LED. How
do we reconcile behavior?

Technical Track 2014 Industry Conference & 16" Annual Meeting page 13
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Identity state and Module Status LED behavior
can be reconciled by applying state precedence
rules to determine the drive’s Governing State:
Self-Test

Unrecoverable Fault

Recoverable Fault

Safety Configuring

Safety ldle

Axis Standby

Axis Operational

Safety Executing

Safety Waiting for TUNID (Out of Box)

© 0N OAsLDNE

Technical Track 2014 Industry Conference & 16 Annual Meeting page 14
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Safety Drive State

Mapping

Safety State Axis State Governing State Identity State Module Status LED
Self-Testing Any State Safety Supervisor Device Self-Testing Flashing Red/Green
Any State* Self-Test Motion Axis Device Self-Testing Flashing Red/Green
Self-Test Exception Any State* Safety Supervisor Major Unrecoverable Solid Red
Waiting for TUNID Any State* Safety Supervisor Standby Flashing Red/Green
Configuring Any State* Safety Supervisor Standby Flashing Red/Green
Idle Any State* Motion Axis Standby Flashing Green
Initializing Motion Axis Standby Flashing Green
Pre-Charge
Waiting for TUNID with | Shutdown
Torque Permitted, Start Inhibit
Executing, Stopped Motion Axis Operational Solid Green
Stopping
Executing with Torque Starting
Permitted Running
Testing
Any State* Aborting Motion Axis Major Recoverable or Flashing Red or
Major Unrecoverable Solid Red
Any State* Major Faulted Motion Axis Major Recoverable or Flashing Red or
Major Unrecoverable Solid Red
Abort Any State* Safety Supervisor Major Recoverable Flashing Red
Critical Fault Any State* Safety Supervisor Major Unrecoverable Solid Red
2014 Industry Conference & 16 Annual Meeting page 15
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New Safety Supervisor States for
Commissioning & Maintenance

Unlike Safety 1/0 devices,
Safety Drives are
sophisticated devices that
require commissioning and
maintenance.

Commissioning requires the
safety drive be operational
“Out of the Box” when there
IS no Safety Configuration.

e Add “Waiting for TUNID with
Torque Permitted state”.

Maintenance requires the
safety drive be permitted to
operate when the Safety
Output Connection is ldle.

e Add “Executing with Torque
Permitted state”.

All rights reserved.
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Step 1: All Safety Cnx's closed or
and Safety Reset Service (0x54) received
-
-

Self-test passed,
and TUNID valid,
and Configuration not valid

//,

S
e

inhibited

Self-test passed,
and TUNID valid,

and Configuration valid

Configuration Rese

Apply Configuration

(SNCT)

Type 1 Safety Open
Establishment

Configuration Reset

Run/ldle bit transitions to Run

ar Safety Output Cnx closed ar inhibite
|

Type 2 Safety Open
Establishment
' closed or inhibi

and 5T0 Maod
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Safe Stop Functions Object (0x5A)
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Instance

18080

Table

Byte

6-8.11

Bit7
0 Feset

Request

Bit6
Feserved

Bit5
Feserved

Feservad

Bitd

Bit3
Feserved

Bir2

Safety Output Assemblies

Table 6-8.10 Safety Output Data with 5TO (1 Axis Instance)

Bitl

Instance

Safety Output Data

Reserved

Bitd

181ne

Byte

Bit7

Feset

Bitd

with 5TO a

Bit5S

Feserved

STO
Output

Table

6-8.12

Eequest

Feserved

Feserved

Feserved

nd Safe Brake Control (1 Axis I
Bitd

Bitl

Bit2

nstance)

Instance

Safety Output Data

Feserved

Feserved

Bitl

BitD

18250

Byte

Bit7

Fesst

Bitd

with 5afe Stop Functions (1 Axis
Bit5

SBC
Output

5TO
Output

Table

6-8.13

Request

Feservad

SMT

Bitd
S08

Bitl

Instance)

Bir2

Instance

Safety Output Data

Request

Request

552
Request

551

Bitl

Bitd

1834ax

Byte

Bit7

Resst

Bitd

Bit5

with Safe Stop/Limit Functions (

Request

SBC
Output

STO
Output

Bequest

Feserved

Reserved

SMT

Request

Bitd
S08

Bit3

Bit2

1 Axis Instance)

Feserved

SDI-

Request

552

Request

551

Bitl

BitD

Table

6-8.14

Safety Output Data

Request

SDI+
Feguest

Feserved

Bequest
SLA

SBC
Output

STO
Output

Byte

Resst

Bit7

Bitd

Bit5

with Safe Stop and Sa

Request

SLS
Request

85M
Request

Bequest

Feserved

Reserved

SMT
Request

Bitd
S08

Bit2

fe Limit Groups (1 Axis Instance)
Bit3

Feserved

Feserved

Beequest

552
Request

551

Bitl

BitD

Feserved

Bequest

SEC

Group Select

Output

STO

Output

All rights reserved.
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Safety Input Assemblies

Table 6-8.20 Safety Input Data with STO (1 Axis Instance)
Instance | Byte Bit7 Bit6 Bit5 Bitd Bit3 Bit2
1 AD 0 Besat Safety Beserved Beserved | Reserved
Required Famlt

6-8.21

Bitl Bitd
Reserved | Reserved
Table Safety Input Data with STO and Safe Brake Control
Instance | Byte

Torque

Dizzbled

3 BitT Bit6 BEit5
1A gy 1] Reset

(1 Axis Instance)
Bit4 BEit3 Bit2 BEitl BEitd
Safety Reserved Reserved | Reserved | Reserved Brazke
Required Fanlt

Engaged

Table 6-8.22

Safety Input Data with Safe Stop Functions (1 Axis Instance)
Instance | Byte Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl Bitd
1A ey 0 Besat Safety Safe Motor Safe 552 8581 Erake
Required Famlt Temp Stzndstll Active Engaged
Table 6-8.23 Safety Input Data with Safe Stop/Limit Functions (1 Axis Instance)
Instance | Byte Bit7 BEit6 Bit5 Bitd Bitl Bit2 Bitl Bit0
1A pay 1] Reset Safety Safe Motor Safe 552 g5l Brake
Standstill Active Active Engaged
Motion Motion sDI Y LS
Negative Positive Active Active Active
6-5.24 Safety Input Data with Safe Sto

Toerque
Dizabled

Torque
Active

Dizabled

Required Fault
1 Reserved

Temp
Reserved

Torque
Table

Diizablad
Safs
Speed

Instance | Byte

p and Safe Limit Groups (1 Ax
Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl
1 Adn 0 Fesst Safety Safe hMotor Saf= 552

Required Fault Standstill Active
1 Beserved | Reserved Beservad
Technical Track

Bitd
551
Active
Reserved
© 2014 ODVA, Inc.

is Instance)

Temp

Braks
Engaged
Group Active

Torque
Dizabled

2014 Industry Conference & 16 Annual Meeting
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Safety Input Assembly with

Feedback Data

Table 6-8.30 Safety Input Data with STO and Feedback Data (1 Axis Instance)

Instance | Byte | Bit7 Bit6 Bit5 Bid | B3 | Bi2 | Bil | Biw
1005 0
; Feadback Position (DINT)
3
4
g_ Feadback Velocity (DINT)
7
2
1‘5:) Feedback Acceleration (DINT)
11
12 Beset Safety Beeserved Beserved | Reserved | Reserved | Reserved Torque
Bequirad Fanlt Dizabled
2014 Industry Conference & 16 Annual Meeting page 19
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Safety Input Assemblies with 2
AXIs Instances

Table 6-8.38 Safety Input Data with Safe Stop/Limit Functions and Feedback Data (2 Axis

Instances
e )
Instance | Byte Bit7 Bitg Bits Bitd Bitd Bit2 | Bitl | Bitd
1CEpe 0
; Feedback Position 1 (DINT)
3
4
; Feadback Velocity 1 (DINT)
7
]
1'5;' Feadback Acceleration 1 (DINT)
11
12
ii Feadback Position 2 (DINT)
15
16
i; Feedback Velocity 2 (DINT)
19
20
i; Feedback Acceleration 2 (DINT)
23
24 Beeset Safety Safe Motor Safe 552 551 Brake Torque
Bequited 1 | Faultl Temp 1 Standstill 1 | Aetivel | Active ] | Engaped | | Disabled 1
25 Reserved | Reserved Motion Motion SDI SLA SLS Safe
MNegative | | Positive 1 Activel | Activel Active 1 Spead 1
26 Bieset Safety Safe hotor Safe 552 851 Brake Torque
Bequited 2 | Fault2 Temp 2 Standstill 2 | Active2 | Active2 | Engaped 2 | Disabled 2
21 Beserved | Reserved Motion Meotion sDI SLA 5L Safe
Negative 2 | Positive 2 Active2 | Active2 Active 2 Spead 2
=]
2014 Industry Conference & 16 Annual Meeting page 20
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Safety Function Object
Interaction

Safety Limit Functions 1

Safety Limit Active| ,

p
Safety Stop Functions

e A
Output Assembly

)
Safely-Limited Speed JJ

Reset Request

SLS Request

Feedback Velocity

SS1 Request

STO Output

~\

Safe Stop 1

~

SS1 Complete

;I,

Safe Torque Off

®

STO Status

S Vs Ve Ve

) N, N, N, W,

SBC Output

-

CrES
®-

Safety
Feedback

Safety
Feedback

—

Technical Track
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Safety Dual
Channel

Feedback

Safe Brake Control

Brake

Input Assembly

SLS Active

SS1 Active

Torque Disabled

Brake Engaged

Safety Fault

(
(
(
(
L

N i

2014 Industry Conference & 16 Annual Meeting
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Safe Limited Speed Timing
Diagram

i
( Monitor Speed I Monitor Stop I Engage Brake & Disable Torque I Resart ]
SLS RequestN ] Request
SLS Active ] Active
SLS Limit Active |
SS1 Activation | 0x00 | Ox01 0x00
SS1 Active Active
SS1 Complete |
STO Activation | 0x00 | Ox02 0x00
STO Status Permit Torque | Disable Torque
| Torque Disabled | Torque Permitted | Torque Disabled
SBC Activation | 0x00 | 0x02 0x00
SBC Status Release Brake | Engage Brake
Brake Engaged | Brake Released | Brake Engaged
( Function Reset )
Technical Track 2014 Industry Conference & 16t Annual Meeting page 22
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Instanc |Byte Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl Bit0
=
184, 0 Reset Reserved | SMT SOS SS2 SS1 SBC STO
Request Request Request | Request Request | Output | Output
1 Reserved | Reserved | Reserved | Reserved | Group Select
Group Active >
Group Select 0 (T T T T T T T T T T T T T T T e
1 ! | Function Select Instance 1
(22)

|

| Select SLA |—» SLA Request

: Select SLS [—» SLS Request

| Select SDI Pos |—® SDI Positive Request |
|

|

|

\

\
I
I
I
I
I
I
I

41016
Decoder

Select SDI Neg |— SDI Negitive Request :
Select SSM  |—» SSM Request

Technical Track 2014 Industry Conference & 16 Annual Meeting page 23
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Stop Request
|_ Stop Monitoring Stop Delay * Deceleration
Delay . Tolerance

551 Execution by Safety Drive:
Safety Controller reads Safe Stop Input and applies to SS1 Instruction. Standstill Speed 551 Execution by Standard Controller:

Safety Controller sets 551 Request in Safety Output Assembly Standard Controller user task detects 551 Active Status bit is sel.
Safety Controller must pass 551 Active status bit to Standard B Time | Rung logic executes Motion Axis Stop instruction on associated axis,
Controller ta initiate stap. '

OPTION 1: Produced Consumed Connection 4 Standard Logix I
Safety Controller sends 551 Active bit to Standard Controller over Controller

Produced Consumed connection. Requires setup of a Produced
Consumed connection. Additional work for the User and allocation
of additional connection resources.

Produced Consumed Tag

OPTION 2: Explicit Messaging

Standard Controller polls current Safety Status
attribute cantaining 551 Active hit from Safety Drive
{or Safety Controller) by executing a MSG instruction
in a Periadic Task. The MSG instructions sends a Get
Attribute service to the drive to get the Safety Status
data. Requires additional pragramming and
familiarity with complex MSG instruction,

OPTION 3: Safety Status Pass Thru
Safety Status data in Motion Device Axis Object
containing the 551 Active bit is passed to the

Identity Object - Status assaciated Motion Axis Object in the Standard

Controller via the existing CIP Maotion D2C

Safety Supervisor — Device Status connection, Does not require any additional

Motion configuration. Safety Status data in the Safety

Safety Stop Statu: . . Contreller is automatically mapped by the system
Device Axis to the associated Axis tag of the Standard

afety Stop Faults Object Controller. No additional programming is required
(HOS‘I CPUJ ta map the Safety Status data to the appropriate

Safety Limit Status axis in the Standard Controller.
afety Limit Faults

(Safe‘n.r Core Passes Safety Status data to Motion Device Axis Object )

Technical Track 2014 Industry Conference & 16" Annual Meeting page 24
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Drives with network safety connection support are a key
component in emerging safety controller based safety
architectures.

Recently published Safety Motion Device Profile addresses critical
need for a networked “Safety Drive”.

Two new safety drive device types were defined, one serving CIP
Motion drives and one for non-CIP (SERCOS II1) drives.

Merging existing CIP Motion behavior with CIP Safety behavior
created design challenges with respect to state behavior,
commissioning, and maintenance.

Safety Motion Device I/0 assemblies and new Safety Motion
Objects were the reviewed.

Finally, mechanisms to coordinate motion control functions with
drive safety functions were discussed, introducing the concept of
Safety Status Pass Thru.

Technical Track 2014 Industry Conference & 16 Annual Meeting page 25
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