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Session Abstract

Industrial IoT (IIoT) offers the promise of business benefits through the use of innovative 

technology. The challenge for industrial operations is to develop a balanced security 

stance to take advantage of IIoT innovation while maintaining the integrity of industrial 

security best practices. 

No single product, technology or methodology can fully secure IIoT applications. 

Protecting IIoT assets requires a holistic security approach to help address different types 

of threats. This approach uses multiple layers of diverse technologies for protection and 

detection, applied at different levels of IIoT applications, while being implemented by 

different personas.

This paper, authored and presented by Cisco Systems and Rockwell Automation, will 

provide an overview of a holistic IIoT security framework. This framework incorporates 

aspects of IEC-62443 and NIST 800-82, leverages CIP Security™ for security zoning, 

addresses OT and IT personas, and enables secure connectivity from smart devices to 

smart machines to cloud applications.
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Agenda

• Industrial IoT (IIoT) Opportunities / Challenges

• Industrial Security Trends

• Holistic and Diverse Plant-wide Security
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OT-IT Collaboration

8
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Industrial IoT

Operational Technology

Industrial IT

Internet of Things

Information Technology

Physical or Virtualized Servers
• FactoryTalk® Application Servers and 

Services Platform
• Network & Security Services – DNS, 

AD, DHCP, Identity Services (AAA)
• Storage Array

Remote 
Access
Server

Physical or Virtualized Servers
• Patch Management
• AV Server, TLS Proxy
• Application Mirror, Reverse Proxy
• Remote Desktop Gateway Server

Distribution
Switch Stack

Cell/Area Zone - Levels 0–2
Redundant Star Topology - Flex Links Resiliency

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Cell/Area Zone - Levels 0–2
Linear/Bus/Star Topology

Autonomous Wireless LAN
(Lines, Machines, Skids, Equipment)

Industrial
Demilitarized Zone

(IDMZ)

Enterprise Zone
Levels 4-5

Industrial Zone
Levels 0–3

(Plant-wide Network) 

Core
Switches

Phone

Controller

Camera

Cell/Area Zone - Levels 0–2
Ring Topology - Device Level Ring (DLR) Protocol

Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Plant Firewalls
• Active/Standby
• Inter-zone traffic segmentation
• ACLs, IPS and IDS
• VPN Services
• Portal and Remote Desktop Services proxy

Instrumentation

Level 3 - Site Operations
(Control Room)

HMI

Active

AP

SSID

5 GHz
WGB

Controller

WGB

LWAP

SSID

5 GHz

WGB

LWAP

Controller

LWAP

SSID

2.4 GHz

Standby

Wireless

LAN Controller 

(WLC)

Cell/Area Zone
Levels 0–2

Cell/Area Zone
Levels 0–2

Drive

Distribution
Switch Stack

Wide Area Network (WAN)

Data Center - Virtualized Servers
• ERP - Business Systems

• Email, Web Services

• Security Services - Active Directory (AD),

Identity Services (AAA), TLS Proxy

• Network Services – DNS, DHCP

• Call Manager 

Enterprise

Identity Services

Identity Services

External DMZ/ 
Firewall

Access
Switches

Access
Switches

IFW

IFW

Drive I/O Drive I/O

I/O I/O I/O

Internet

Cloud

Cloud

Cloud

DriveDrive

Thin Client
Thin Client

Drive

Soft 
Starter

Controller

Drive

Source: Cisco-RA CPwE



9

Cybersecurity – OT vs. IT
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Source: U.S. Department of Homeland Security
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World Wide Threat Assessment Information
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Director of National Intelligence James Clapper to the 

House Permanent Select Committee on Intelligence -

September 10, 2015

Source: U.S. Department of Homeland Security
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State of the World: Risk Evolution
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FY16 Infection Vector: 290 Total

FY16 Incidents by Sector: 290 Total

Source: U.S. Department of Homeland Security
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Balancing Cost vs. Risk vs. Productivity

• Drivers for determining overall 
tolerance to risk and for 
developing risk management 
policies:

– Business practices

– Corporate / local standards

– Application requirements

– Applicable industry security 
standards

– Government regulations and 
compliance
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• Security/safety policies and 
procedures, for access control 
and network and security 
ownership:

– Alignment with industrial functional 
safety standards such as IEC 
61508, IEC 62061 (SIL), ISO 13849 
(PL)

– Alignment with industrial security 
standards such as IEC-62443
(formerly ISA99), NIST 800-82 and 
ICS-CERT

Stance on Availability, Safety and Security

http://www.iec.ch/functionalsafety/
http://www.iec.ch/
https://www.iso.org/standard/69883.html
https://www.isa.org/templates/two-column.aspx?pageid=121797
http://www.nist.gov/el/isd/201506_ics_security.cfm
https://ics-cert.us-cert.gov/
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Established Industrial Security Standards

• International Electrotechnical 
Commission (IEC)
– IEC 62443 (Formerly ISA99), 

Industrial Automation and Control 
Systems (IACS) Security

– Zones and Conduits
• Defense-in-Depth

• Security Zones

• National Institute of Standards 
and Technology (NIST)
– NIST 800-82, Industrial Control System 

(ICS) Security

– Cybersecurity Framework: Identify, 
Protect, Detect, Respond, Recover
• Defense-in-Depth

• Security Zones
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• Department of Homeland Security
– The Industrial Control Systems Cyber 

Emergency Response Team (ICS-CERT)
• National Cybersecurity & Communications 

Integration Center (NCCIC)

– Recommended Practices, Secure 
Network Architecture
• Defense-in-Depth

• Security Zones

• Department of Homeland Security
– Idaho National Lab

– DHS INL/EXT-06-11478

– Control Systems Cyber Security: 
Defense-in-Depth Strategies
• Defense-in-Depth

• Security Zones

http://images.google.com/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/thumb/4/4c/US_Department_of_Homeland_Security_Seal.svg/360px-US_Department_of_Homeland_Security_Seal.svg.png&imgrefurl=http://commons.wikimedia.org/wiki/Image:US_Department_of_Homeland_Security_Seal.svg&h=359&w=360&sz=82&hl=en&start=1&usg=__g68ZxZ1Czwnbm-C8k0D2deynJXk=&tbnid=fqr03iu-bFLMmM:&tbnh=121&tbnw=121&prev=/images?q=department+of+homeland+security&gbv=2&hl=en
http://images.google.com/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/thumb/4/4c/US_Department_of_Homeland_Security_Seal.svg/360px-US_Department_of_Homeland_Security_Seal.svg.png&imgrefurl=http://commons.wikimedia.org/wiki/Image:US_Department_of_Homeland_Security_Seal.svg&h=359&w=360&sz=82&hl=en&start=1&usg=__g68ZxZ1Czwnbm-C8k0D2deynJXk=&tbnid=fqr03iu-bFLMmM:&tbnh=121&tbnw=121&prev=/images?q=department+of+homeland+security&gbv=2&hl=en
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Established Industrial Security Standards
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IEC 62443
- Series of Standards 

- Availability, Integrity, Confidentiality

- Security Zones & Secure Conduits

- Multiple Levels of Foundational 

Requirements

- Multiple System Security Levels

(SL 1 – SL 4)



Holistic and Diverse 

Plant-wide Security
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Holistic and Diverse Plant-wide Security

• Levels – ISA 95, Purdue Reference Model 
• Zones – IEC 62443, NIST 800-82, DHS/INL/ICS-CERT 

Recommended Practices
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Source: Cisco-RA CPwE
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Holistic and Diverse Plant-wide Security
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Control System 

Engineers (OT)

Control System Engineers 

in Collaboration with IT 

Network Engineers

(Industrial IT)

IT Security Architects in 

Collaboration with Control 

Systems Engineers

Personas

Defense-in-Depth

- Architectural Best Practices for 

Holistic and Diverse Threat 

Detection and Protection

IEC 62443

- Zones & Conduits

- Availability, Integrity,

Confidentiality

NIST 800-82

- Cybersecurity Framework

- Identify, Protect, Detect,

Respond, Recover

DHS/INL/ICS-CERT

- Recommended Practices

Source: Cisco-RA CPwE
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OT Persona - Holistic and Diverse Plant-wide Security
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Control System 

Engineers (OT)

Personas

Defense-in-Depth

- Architectural Best Practices for 

Holistic and Diverse Threat 

Detection and Protection

IEC 62443

- Zones & Conduits

- Availability, Integrity,

Confidentiality

NIST 800-82

- Cybersecurity Framework

- Identify, Protect, Detect,

Respond, Recover

DHS/INL/ICS-CERT

- Recommended Practices

Source: Cisco-RA CPwE
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OT Persona - Holistic and Diverse Plant-wide Security

Plant-wide Zoning
• Functional Areas / Security Groups

• Smaller Connected LANs
– Smaller Broadcast and Fault Domains

– Smaller Domains of Trust (Security Groups)

• IACS application micro-
segmentation

• Alignment with Security Standards
– IEC 62443-3-2, Security Zones 

and Secure Conduits Model

– DHS/INL/ICS-CERT Recommendations

• Industrial IoT Technology Mix

• Building Block Approach for 
Future-Ready Scalability

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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Source: Rockwell Automation
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OT Persona - Holistic and Diverse Plant-wide Security
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IACS Device Policy Genesis

IACS Policy 

Genesis

Application

Policy Manager

Network 

Policy Manager

CIP Security Application 

Policy Enforcement

Network Infrastructure 

Policy Enforcement

Common, Shared, TBD

Source: Rockwell Automation
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OT Persona - Holistic and Diverse Plant-wide Security

Application / Device Security
• CIP Security™, part of a holistic and diverse 

defense-in-depth security approach

• Connections between Trusted Endpoints
– Reject data that has been altered (integrity)

– Reject messages sent by untrusted people or 
untrusted devices (authenticity)

– Reject messages that request actions that are 
not allowed (authorization)

• Capabilities
– System management

– Micro-segmentation

– Device-based firewall

– Legacy Device Support – e.g. Whitelisting

• This does not replace the need for network 
security – e.g. firewalls, segmentation. 
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OT/IT Persona - Holistic and Diverse Plant-wide Security
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Control System Engineers 

in Collaboration with IT 

Network Engineers

(Industrial IT)

Personas

Defense-in-Depth

- Architectural Best Practices for 

Holistic and Diverse Threat 

Detection and Protection

IEC 62443

- Zones & Conduits

- Availability, Integrity,

Confidentiality

NIST 800-82

- Cybersecurity Framework

- Identify, Protect, Detect,

Respond, Recover

DHS/INL/ICS-CERT

- Recommended Practices

Source: Cisco-RA CPwE
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IT Persona - Holistic and Diverse Plant-wide Security
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IT Security Architects in 

Collaboration with Control 

Systems Engineers

Personas

Defense-in-Depth

- Architectural Best Practices for 

Holistic and Diverse Threat 

Detection and Protection

IEC 62443

- Zones & Conduits

- Availability, Integrity,

Confidentiality

NIST 800-82

- Cybersecurity Framework

- Identify, Protect, Detect,

Respond, Recover

DHS/INL/ICS-CERT

- Recommended Practices

Source: Cisco-RA CPwE
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IT Persona - Holistic and Diverse Plant-wide Security
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Network Security - Segmentation (Zoning) - Functional Areas / Security Groups

Authentication, 
Authorization and 
Accounting (AAA)

Logical
VLANs with Static ACLs

Challenges?

Logical
VLANs with Dynamic ACLs

Challenges?Plant-wide Network Plant-wide Network

I/O_10
Drive_20PAC_20

IES IES

IES
IES

IES

PAC_10

Enforcement

ACLs

Cell/Area Zone 10 
Levels 0-2 
VLAN 10

Cell/Area Zone 20 
Levels 0-2 
VLAN 20

EWS

IES

I/O_10
Drive_20PAC_20

IES IES

IES
IES

IES

PAC_10

Cell/Area Zone 10 
Levels 0-2 
VLAN 10

Cell/Area Zone 20 
Levels 0-2 
VLAN 20

EWS

IES

Enforcement

DACLs

Source: Cisco-RA CPwE
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IT Persona - Holistic and Diverse Plant-wide Security
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Utilize Identity Services and Security 

Group Tagging (SGT) to support group 

design

Get up and running quickly

Assign business-based groupings to 

provide consistent policy and access 

independent of network topology

Assign role-based groups SGT_Partner SGT_Plant Floor SGT_Employee

Partner 1

Partner 2

Partner 3 Partner 4

Employee 1 Employee 2 Employee 3

Employee 4

Leverage attributes such as location and 

device type to define group assignments

Establish context-aware groups

SGT_IACS Servers

IACS 1 IACS 2

Machine 1

Machine 2

Machine 3

Machine 4

Source: Cisco Systems

Network Security - Segmentation (Zoning) - Functional Areas / Security Groups
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IT Persona - Holistic and Diverse Plant-wide Security
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Access Layer

Plant

Network

Machine

VLAN

Machine

Data

VLAN

Employee

Aggregation Layer

Supplier

Guest

VLAN

BYOD

BYOD

VLAN

Non-Compliant

Quarantine

VLAN

VLAN

Address

DHCP Scope

Redundancy

Routing

Static ACL

VACL

Security Policy based on Topology

High cost and complex maintenance

Data

VLAN

Employee Supplier BYODNon-Compliant

Use existing topology and automate 

security policy to reduce OpEx

ISE

No VLAN Change

No Topology Change

Central Policy Provisioning

Micro/Macro Segmentation

Employee Tag

Supplier Tag

Non-Compliant Tag

Access Layer

IDMZ Firewall / Switch

IDC 

Servers

Policy

Identity Services

Security Group Tags
Traditional 

Segmentation

Machine

Machine

VLAN

Plant

Network

Source: Cisco Systems

Network Security - Segmentation (Zoning) - Functional Areas / Security Groups



28

IT Persona - Holistic and Diverse Plant-wide Security
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Network Security - Segmentation (Zoning) - Functional Areas / Security Groups

Source: Cisco-RA CPwE

Virtual
Software-Defined 

Security Group Segmentation

Challenges?

SGT 100 SGT 30 SGT 10 SGT 20

SGT 100 - N Y Y

SGT 30 N - Y Y

SGT 10 Y Y Y N

SGT 20 Y Y N Y

Sample SGACL Policy Table
Role-based Enforcement

I/O_10
Drive_20

Industrial Zone
Levels 0-3

(Plant-wide Network)

PAC_20

IES IES

Enterprise WAN

IDMZ

IES
IES

IES

PAC_10

NMS

IdentitypxGrid

Context

SGT 10 SGT 10 SGT 20 SGT 20

Enforcement

SGACLs

Cell/Area Zone 10 
Levels 0-2

Security Group 10 

Cell/Area Zone 20 
Levels 0-2

Security Group 20  

EWS

IES

SGT 30

SGT 100

FactoryTalk

Application(s)

Level 3
Site Operations 

OT User

IT User

NetFlow
NetFlow

NetFlow

NetFlow

Flow
Monitor
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IT Persona - Holistic and Diverse Plant-wide Security
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Network Security - Segmentation (Zoning) - Functional Areas / Security Groups

Source: Cisco-RA CPwE

Virtual
Software-Defined 

Security Group Segmentation

Challenges?

I/O_10
Drive_20

Industrial Zone
Levels 0-3

(Plant-wide Network)

PAC_20

IES IES

Enterprise WAN

IDMZ

IES
IES

IES

PAC_10

NMS

IdentitypxGrid

Context

SGT 10 SGT 10 SGT 20 SGT 20

Enforcement

SGACLs

Cell/Area Zone 10 
Levels 0-2

Security Group 10 

Cell/Area Zone 20 
Levels 0-2

Security Group 20  

EWS

IES

SGT 30

SGT 100

FactoryTalk

Application(s)

Level 3
Site Operations 

OT User

IT User

NetFlow
NetFlow

NetFlow

NetFlow

Flow
Monitor
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IT Persona - Holistic and Diverse Plant-wide Security
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Network Security - Traffic Flow Analysis

Monitor Detect Analyze Respond

 Understand your 
network normal

 Gain real-time 
situational awareness 
of all traffic

 Leverage Network 
Behavior Anomaly 
detection & analytics

 Detect behaviors 
linked to APTs, 
insider threats, 
DDoS, and malware

 Collect & Analyze 
holistic network audit 
trails

 Achieve faster root 
cause analysis to 
conduct thorough 
forensic investigations

 Accelerate network 
troubleshooting & threat 
mitigation

 Respond quickly to 
threats by taking action 
to quarantine through 
Identity Services
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IT Persona - Holistic and Diverse Plant-wide Security
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Network Security - Traffic Flow Analysis

Source: Cisco-RA CPwE
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IT Persona - Holistic and Diverse Plant-wide Security

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org

© 2018 ODVA, Inc.   All rights reserved. 

Internet

Enterprise
Zone

Cloud

Untrusted

Trusted Untrusted

Industrial
Zone

Trusted

IDMZ

IACS 
Application(s)

Zone
Untrusted

Public

Private

Data Path from 

IIoT Cloud 

Gateway

Cloud 

Application

IIoT Cloud 

Gateway

IFW

TLS Proxy

Reliable and Secure 
Cloud Connectivity
• Multiple layers of diverse 

technology

• Balanced Security Stance
– Enabling IIoT Innovation

– Protecting Integrity of Safety and 
Security Best Practices

OpenDNS

Source: Cisco-RA CPwE
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IT Persona - Holistic and Diverse Plant-wide Security
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Reliable and Secure Remote Access

• Balanced Security Stance
– Multiple layers of diverse

technology

• Edge firewall with 

access policies

• IDMZ best practices

• Identity services for AAA

• Remote access server

• Security zoning

– Enabling Remote Asset Management

– Protecting Integrity of Safety and Security Best 

Practices

Enterprise
WAN

Firewalls
(Active/Standby)

MCC

Enterprise Zone: Levels 4-5

IO

Level 3
Site Operations 

Drive

Industrial Demilitarized Zone (IDMZ)

Industrial Zone: Levels 0-3

FactoryTalk Client

Internet

External
DMZ / Firewall

WGB

WLC (Active)

WLC 

(Standby)

LWAP

PACPAC

PACLevels 0-2 Cell/Area 
Zone 

Distribution 
switch

Core switches

Remote Desktop Client 
(Enterprise)

2

ISE

Core switches

WLC (Enterprise)

ISE (Enterprise)

Remote Desktop Gateway

Terminal Server w/
IACS Applications

Remote Desktop Client 
(Internet)

1

2

3

4

IES

IES IES

IES

IES

Source: Cisco-RA CPwE
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Holistic and Diverse Plant-wide Security
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Control System 

Engineers (OT)

Control System Engineers 

in Collaboration with IT 

Network Engineers

(Industrial IT)

IT Security Architects in 

Collaboration with Control 

Systems Engineers

Personas

Defense-in-Depth

- Architectural Best Practices for 

Holistic and Diverse Threat 

Detection and Protection

IEC 62443

- Zones & Conduits

- Availability, Integrity,

Confidentiality

NIST 800-82

- Cybersecurity Framework

- Identify, Protect, Detect,

Respond, Recover

DHS/INL/ICS-CERT

- Recommended Practices

Source: Cisco-RA CPwE
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Key Takeaways - ODVA Members

• Develop products that align with Industrial Automation and Control System 

(IACS) Security Standards and Technologies:

– IEC 62443

• Education and awareness for your teams and customers

• Strategy to address 4-1 and 4-2, where it makes sense for your business

– CIP Security

• Harden EtherNet/IP products

• Adopt CIP Security where it makes sense for your business

• Conformance testing

• Participate in PlugFest
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Key Takeaways: End Users, System Integrators, OEMs

• Utilize standards, reference models, tested and validated reference 

architectures (simplified design, quicker deployment, reduced risk in 

deploying new technology).

• No single product, technology or methodology can fully secure IIoT 

applications.  Protecting IIoT assets requires a holistic security approach to 

help address different types of internal and external threats. This approach 

uses multiple layers (administrative, physical, electronic) of diverse 

technologies for threat protection and detection, applied at different levels of 

IIoT applications, while being implemented by different personas.

• Although industrial security should be holistic for greenfield IIoT projects, 

there are many solutions available to help industrial operations 

incrementally improve the security stance for their legacy IIoT architectures.
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Key Takeaways: End Users, System Integrators, OEMs

• Implement risk management policies for availability, safety and security: 

determination of risk tolerance, performing a risk assessment and 

implementing risk mitigation solutions.

• Align with Industrial Automation and Control System (IACS) Security 

Standards.
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Recommended Resources

• ODVA

– The Common Industrial Protocol 

(CIP) and the Family of CIP 

Networks

– Network Infrastructure for 

EtherNet/IP: Introduction and 

Considerations

– Media Planning and Installation 

Manual

– Guidelines for Using Device Level 

Ring (DLR) with EtherNet/IP

– Securing EtherNet/IP Networks
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• Converged Plantwide Ethernet 

(CPwE) Architectures

– Cisco

– Rockwell Automation

• Education / Awareness

– Industrial IP Advantage (IIPA) 

eLearning industrial–ip.org

• Training / Certification

– Industrial Networking Specialist

• IMINS Training, 200-401 Exam

– CCNA Industrial 

• IMINS2 Training, 200-601 Exam

https://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00123R1_Common-Industrial_Protocol_and_Family_of_CIP_Networks.pdf
https://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00035R0_Infrastructure_Guide.pdf
https://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00148R0_EtherNetIP_Media_Planning_and_Installation_Manual.pdf
https://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00316R0_Guidelines_for_Using_Device_Level_Ring_(DLR)_with_EtherNetIP.pdf
https://www.odva.org/Portals/0/Library/Publications_Numbered/PUB00269R1.1_ODVA_Securing_EtherNetIP_Networks.pdf
http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-manufacturing/landing_ettf.html
http://www.rockwellautomation.com/global/capabilities/industrial-networks/overview.page?pagetitle=Network-Architectures&docid=04cf49e1d6b46f5d3dcbf777464e6e53
http://www.industrial-ip.org/en
http://www.rockwellautomation.com/en_UK/training/certificate-courses/cisco-imins.page?
https://learningnetwork.cisco.com/community/certifications/iot/industrial-networking/imins-exam
http://www.rockwellautomation.com/en_UK/training/certificate-courses/cisco-imins.page?
https://learningnetwork.cisco.com/community/certifications/ccna-industrial/imins2
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