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NAMUR Position paper

“An Ethernet communication system for the process industry”
Authored by NAMUR WG 2.6 Fieldbus

“Section 2.2 Network Protocols
Protocols IEC 61784-2 CPF2/2 ‘Ethernet/IP* and IEC 61784-2 CPF3/5 ‘PROFINET 10 CC B* shall
become minimum binding requirements for the process industry. ......... ”

“Section 5. Field Device Management and Integration
..... The device packages required for field device integration (FDI) shall be available in the devices
itself and capable of being transmitted to central device management tools, see NE 105. ..... ¢
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3 primary use cases for OPI ‘ SR ok A

es to support hierarchical and

» Field Device to ICS Integration

> Field Device to PAM Integration ' P e G i o 1

« Communication and configuration interface between EtherNet/IP
field devices and host systems via field device tool standards.

« Expanded electronic files for EtherNet/IP network and device
configuration via CIP's Electronic Data Files (EDS).

> HOI iStiC field'tO'Ente rp rise g * Enhanced device cfhagtnostnc'srti:;owde data in a consistent,
. . . common manner for typical fie evices,
Communication Architecture

4

Role of FDI in ODVA’s OPI

et on EtherNet/IP.
allations

> Field Device to PAM Integration

Image Source: Optimization of Process Integration - ODVA
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Device Integration Standard - EDDL
T A
2017 FDI compliant EDDL
EDDL (Electronic Device Specification covering all
Description Language) supported communication profiles
+  |EC international standard (IEC 61804) o 2004
*  ISA Standard (ISA 104) IEC standard (IEC61804)
. Descriptive Language, Text file 2003  (EDDL Cooperation Team)
. Platform Independent EDDL was created with more
. EDDL influences the presentation graphics and data persistence
. Robust nopEm° 2000
Supported Industrial Protocols
HART, Wireless HART, PROFIBUS, 1996 g
PROFINET, Foundation Fieldbus, ISA100
ere|eSS. FOUNDATION
HART . =
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1. Identification:

* MANUFACTURER, DEVICE TYPE, DEVICE_REVISION, and EDD_REVISION

2. DATA DESCRIPTION

O Variables

= |ABEL

= HELP

= TYPE

= CLASS

= DEFAULT_VALUE
*  MIN/MAX_VALUE
= UNIT

*  ACTIONS (METHODS)
ARRAY, ITEM_ARRAY
BLOCK, RECORD
COLLECTION

LIST

FILE

[ Iy oy Sy

3. USER INTERFACE
DESCRIPTION
U MENU
= WINDOW, DIALOG
= PAGE, GROUP
U TABLE, GRID
U IMAGE
*  Horizontal & Vertical
Bar
= Gauge
= SCOPE, STRIP, SWEEP
U GRAPH YT, XY
U ACTIONS (METHODs)
a ..

4, COMMUNICATION
DESCRIPTION
0 COMMAND

= Data Ordering

" Bit masks & positioning
0 Transaction
O Error handling and Error

messages

a .

5. METHOD DESCRIPTION

U Setof actions

U Can handle Simple,
medium, complex
algorithms

Built-in functions

supported

Supports MenuDisplay

Error handling

[ I

Technical Track
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Every Device Description is identified using manufacturer line and it contains
Manufacture name

Device Type Code

Device Revision

DD Revision

U000

MANUFACTURER ABB, DEVICE_TYPE TEMPERATURE_DEVICE, DEVICE_REVISION 1, DD_REVISION 1

Version Management

E DEV_REV=1 DEV_REV =1
DEV REV“ d DD_REV=1 DD_REV=2
0101.sym I% 0102.sym
DEV_REV=2
DEV_REV “ B 05 Rev- 1
0201.sym
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VARIABLE temperature_units

Content of EDDL — Data Description

[12107,25] temperature unit LABEL

{ "Temperature Unit™
LABEL [temperature unit LABEL];# : ?j :E:T?Zrzzdfeilzzzfjre
HELP [digital units_help] = —
CLASS INPUT;
HANDLING READ & WRITE; -
TYPE ENUMERATED (2) Multi-language help support
{
DEFAULT_VALUE 33;
{ 32, [degC], [degC_help] },
{ 33, [degF], [degF_help] },
£ 34, [deghl. [deghhelp] }. Default value fo_r_
{ 35, [Kelvin], [Kelvin_help] }, temperature unit is degF
IF ( trans_sensor_type == LINEAR )
{ " .
{ 33, [degF], [degF_help] }, Condition based Enumeration list.
E ;:: E::%Rg;][dEE:Ihﬁpge{’] } degC is not available when sensor
) vinj, v ) .
) e type is LINEAR,
}
}
Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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8 Content of EDDL — User Interface Description

MENU

MENU Definition

MENU device_setup

{ = 8 - Process vanables | Diag/Service Basic setup | Detailed sotup | Review |
LABEL “|en|Device setup”; —
STYLE PAGE; Tag Pressure 1 Distributor Flosemourt
ITEMS S bosiet Gonede
{ PV Snsrunt  kPa ':"'“ sm:
process_variables_menu, Date 111303
. = -~ Wike protect No
d1a§_serv1ce_menu, o S TR
basic_setup_menu, T Messengs Tank 1
Detailed_setup_menu, PV Snar o/ 12245 /
: Final asmably rem B5051
. review_menu S N
¥
Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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CHART Definition

CHART overview_bargraph_1
{
LABEL "Level";
MEMBERS

{

}
TYPE VERTICAL_BAR;

CYCLE_TIME 206€9;
HEIGHT SMALL;
WIDTH X_SMALL;

LEVEL_SOURCE,

Content of EDDL — User Interface Description

level_bargraph_source;

Chart Type = Gauge

Chart Type = Vertical Bar

Chart Type = Horizontal Bar

a |

alml =
e e e |

B e L e (et e Pt
e s i e i s

1
17193 e el mms
- "

T6.060 v -

e sy

Cm=] =1

Chart Type = Sweep
Gouge | e, Baroraoh |vest. Bargrooh | e i erpe |

Chart Type = Strip
_Im

g This page conkain & g chart,
1000 s
J o0
g o
P Nt | s —
[ -1
] m\rf\,/ .
N | i
oo oo
L e | — T T T Cr T r 5 T
oo S0.0 oo 0o 1000
| 22.461 chm Bl
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COMMAND ReadIdentityObject
{ - Protocol Dependent
OPERATION READ;
HEADER "SERVICE_CODE=\"01\" CLASS=\"1\" INSTANCE=\"1\"";

TRANSACTION

{ Reply mapped to Variable
:‘Q‘"“ Names
}
REPLY =
} VendorID, DeviceType, ProductCode, Revision, Status, SerialNumber, ProductName Error h an dll n g | n ClU dl n g
user message
ESPONSE_C(DES
i
@, SUCCESS, "No Errors";

1, MISC_ERROR, "ILLEGAL FUNCTION";

2, DATA_ENTRY ERROR, "ILLEGAL DATA ADDRESS";
3, DATA_ENTRY_ERROR, "ILLEGAL DATA VALUE";

, MISC_ERROR, "SERVER DEVICE ERROR”;

>
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:{asmoo abort_gas_calibration# Methods are represented as Wizards
LABEL [blank];
DEFINITION
{
char status[STATUS_SIZE]; W= .
char gisplay_string[loo]; Programmlng Language C
e like method definition

XMTR_IGNORE_ALL_DEVICE_STATUS();

send_trans(245,32,status);
if ( status[STATUS_RESPONSE_CODE] )

Built-in reusable methods

display response_status(245,status[STATUS RESPOUSE=COPETYT
DELAY(2, str_abort_error) =

process_abort();

}
ACKNOWLEDGE (gas_calibration) ;% User Interface is Supported

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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2018 _
FDT/DTM (Field Device Tool/Device FITS Spec in progress
Type Manager)
+ |EC international standard (IEC.62453) FDT2 Ching - 2016
. !2%% fgflggfnrg a(rlgA 103) and China (GB/T Standard accepted
: 2015

«  Software Component, Interface Driven FDT OPC UA
. Rich Graphical User Interface, Flexible Spec release
. DTM controls the presentation

P FDT 2.0 spec 2012

released

. 2009
Supported Industrial Protocols IEC standard
16+ industrial standard communication protocols 2005 (IEC 62453)
such as HART, WirelessHART, Foundation FDT Group formed
Fieldbus, PROFIBUS, PROFINET, Modbus, and FDT 1.2.1 Spec released

2001
ISA100, Ethernet IP, CAN Open, 10 Link, etc. FDT 1.2 spec
released
Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 14
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Device Integration Standard — FDI
T A
. . . 2018
FDI (Field Device Integration) FDI DIM spec in
. IEC international standard (IEC 62769) progress*
. Combines the concepts from EDDL and
FDT
2015
. Reduced dependency on platform FieldComm Group formed
*  Scalable solution IEC standard (IEC 62769)
. Robust
2011

FDI Cooperation, LLC
formed by FDT Group,

Supported Industrial Protocols Fieldbus Foundation, HCF.,

HART, Wireless HART, PROFIBUS, PROFINET, PNO and OPC Foundation
Foundation Fieldbus, ISA100, Modbus, Generic 2007
protocol. (@) FDI Standardization
I project launched
Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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ATTACHMENTS

FDI Device Package

Electronic Device Description User Interface Plug-in
(EDD) B (UIP)

Device specific EDD ecnoded in FDI UIP is a plug-in which allows for
format, based on the harmonized a flexible, graphically enhanced
EDD Language (EDDL, IEC 61804). user interface. This feature is
Consists of device data, functions

and user interface

Attachments

Attachments include protocol spe-
cific files (GSD, CFF, ...), registration
certificates, data sheets and user
manuals.

Irﬁage Source: FieldComm Group

All these elements are packaged together in a digitally signed FDI Device Package
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S
OD‘fSA FDI Device Packages are imported into
NS T, SONFERRNCE FDI Host SyStem

FDI Host

FDI Client FDI Server

Ul Engine Information Model (IM)

UIP  ATTACHMENTS Instances Types

=]

Catalog EDD Engine

EDD

import

UJIP [l ATTACHMENTS| ++ OPC UA
="

Communication Server

1

Field
Image Source: FieldComm Group Devices
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To support EtherNet/IP Device in FDI, it requires

»  FDI Host to support Generic Protocol Extension
»  EtherNet/IP FDI Communication Server
»  EtherNet/IP FDI Device Package

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 18
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FDI and Generic Protocol Extension Support

an AT

HART less HART
e e Tse]

FDI IDE e
ses g
i
f/;sE Annex FF HSE FDI Comm. 1
FDI // Bl —_— . B
o o . T
N (] Validate = PROFIBUS Annex PROFIBUS FDI Comm.
LH-E Reference - e . B8 ‘ E
% & Host ‘\\ \\ FRDFI\ET An -
by nnex PROFINET FDI Comm %
° (RRTE) \ - L
|\ 2555 Ange, 1SA100 FDI Comm . BB h g
, Server l;
.
Gerieric Protocol Extension (GPE) Annex
]
W
FDI Modbus FDI EtherNethP

PSD Specification

Modbus FDI Comm
Server

R dcaue

Image Source: FieldComm Group

PSD Specification

EtherNet/IP FDI Comm
Server

P2 mvice ke [

r Etherilet/IP

Technical Track
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I | Objects |
EtherNet/IP FDI Communication Server
CommurscadionSenver T z
CommunicationServer gl oo |
— [ Pammeterser | =
o FDI x L
Communication T —
T— - - —-—C_'_'_F_mem
= Server Information T > = __:':)
— Model L+ RemoveComponent
— _—
— SRR T -+ Methodset |
ServerCommbDevice -
I—(__Setﬁ.ddrﬁs_::ﬁ
-
L 7 Scantem
L+ AdoComponent
et
—
SendceTipe: i MethodS et
| | ServiceProvider -
[ Parameterset | e
< Disconneat >
@Hnﬂ-ﬂ&i‘l{}
>

Note: product images are owned by owning companies and shown here for illustration purposes only
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Workflow of EtherNet/IP FDI Comm Server and FDI Host
»  Connect to EtherNet/IP FDI Comm Server

»  Configure the FDI Communication Server using EtherNet/IP FDI Communication
Package

Scan & Rescan EtherNet/IP Devices
Connect to EtherNet/IP Device

Perform Device I/O operation using Transfer API

YV V YV V

Disconnect from EtherNet/IP Device

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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Scan and Rescan of EtherNet/IP device
Mapping of response from EtherNet/IP Identity Object to the TopologyScan Result in FDI
Communication Server

Expected Identity Object parameterin
EtherNet/IP Identity Object Response TopologyScanResult of GPE

Data Type Variable DataType
UINT Manufacturer String
UINT DeviceModel String
m STRUCT DeviceRevision String
I o - -

UDINT SerialNumber String
SHORT_STRING 5

Note: DeviceModel in TopologyScanResult shall also include Device Type and Product Code

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 22
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Sample EtherNet/IP EDD Variable and Command definition

ATTACHMENTS

=) VARIABLE VendorID COMMAND ReadldentityObject
= { {
E CLASS DYNAMIC & CORRECTION; OPERATION READ;
HEADER "SERVICE_CODE=\"01\" CLASS=\"1\" INSTANCE=\"1\"";
FDI Device Package lJ LABEL "Vendor ID"; '{I’RANSACTION
TYPE UNSIGNED_INTEGER(2) REQUEST { }
> { REPLY
DISPLAY_FORMAT "3d"; { VendorID, DeviceType, ProductCode, Revision,
EDIT_FORMAT "3d"; Status, SerialNumber, ProductName
} }
}
POST_READ_ACTIONS RESPONSE_CODES
. { {
US e Of Eth er N etll P E DS f| I e BigtoLittle16(VendorID, Vendor|DDisplay) 0, SUCCESS, "No Errors";
- H ; H } 1, MISC_ERROR, "ILLEGAL FUNCTION";
EDS flle asan attaChment in FDl DeVICe 2, DATA_ENTRY_ERROR, "ILLEGAL DATA ADDRESS";
Package HANDLING READ; 3, DATA_ENTRY_ERROR, "ILLEGAL DATA VALUE";
} 4, MISC_ERROR, "SERVER DEVICE ERROR";
. . . }
= EDS file to FDI Device Package conversion }

Note: Structure of the Header attribute value will be defined in the EtherNet/IP PSD specification.

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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Stanc:a:_d " _ EtherNet/IP
representation o .
EtherNet/IP St
device for client FDI Device Package
access
Imported Represents the
EtherNet/IP Device A
POl FDI Client
|”f(;;2:jfié:0n Business User Interface
Logic -
Processor OPC UA
- = Renders the User
T et Interface
FDI Comm. Server Integration with
GPE support
>} g @@
FO I
EtherNet/| EtherNet/IP
FDI Communication Server <> B Device A
Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 24
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» The FDI Information model (IEC62769-5) is a companion standard to the OPCUA
for Devices (IEC62541-100) OPC UA for
»  OPCUA for devices defines the device model and its elements Devices
aseVariableType - OPC-UA
B orc Ua oS Core Ua e
‘ FolderType ‘
OPC UA Part 5 %
: :
‘ \—\ 4,_ “Parameters " OPC-UA Devices
‘ TopologyElementType % : Methods .

Configurable . Functional
ObjectType % Groups

BlockType ‘ DeviceType ‘ ProtocolType

Modul /Block \ Examples
Devices Devices \ —

— ( FF or PROFI ; Linking Device / m \

\m"‘e’"/ ' IQF I—‘ PROFI ‘

Image Source: OPC UA for devices companion specification document

Technical Track 2018 Industry Conference & 19th Annual Meeting

www.odva.org
© 2018 ODVA, Inc. All rights reserved.



ODYA

2018

INDUSTRY CONFERENCE

AND 19TH ANNUAL MEETING

EtherNet/IP device in FDI Information Model -
Technical Detalls

Operator Maintenance Generic OPC
Station Station Client
Engineering Handheld
Station tools

.. amazon
oo PREDIX
Cloud/lloT Platform

Microsoft Azure E.! 'mANA

Third Party
Client

FDI IloT Client Publisher

FDI OPC UA Server

[FDI Information Model]
FDI Server

Native Driver FDI Comm Server Integration

™ - .
? v HART-IPFDI ISA100 Modbus EtherNet/IP FDI
comm FDI Comm FDI Comm Comm Server
HART FF Profibus ProfiNet
Device Device Device Device server Server Server (prototype)
. HART-IP ~AY B 2
%Gateway 9 9 q
I ISA100 Modbus EtherNet/IP
Device Device Device
o Wireless
* HART
Device
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» End User
» EtherNet/IP Device Supplier
» System Suppliers

» ODVA and FDI Community
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EtherNet/IP device support in FDI Prototype Demo..
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EtherNet/IP Logo - ODVA

FDI, HART, WirelessHART, Foundation Fieldbus Logos - FieldComm Group
PROFIBUS, PROFINET Logos - PROFIBUS & PROFINET International

ISA100 Logo - International Society of Automation

OPC UA Logo - OPC Foundation

Modbus Logo - Modbus Organization

EtherNet/IP, OPI and OPI - enabled are trademarks of ODVA

Graphics and Texts — ODVA, FieldComm Group, FDT Group and OPC Foundation
Product logos, images all rights reserved by owning companies

Other trademarks are property of their respective owners
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