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« Test By Vendor (TBV) for CIP Safety on EtherNet/IP
— PUBOOOO8R4 ODVA Policy Regarding Compliant Products

* Requirement for SIL and SC3 per IEC-61508
— PUBO00261R2 Technology Management for Conformance Policy
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« ODVA PUBOOOO8SR6
‘ POLICY REGARDING COMPLIANT PRODUCTS
O D I A® Effective September 1, 2018

1) INTRODUCTION

a) Purpose of the Policy. ODVA seeks to ensure, to the greatest extent practicable, that products
implementing ODVA’s technical specifications and technical standards (collectively, the "Specifications")
comply with the Specifications and interoperate in multi-vendor systems. The purpose of the Policy
Regarding Compliant Products (“Paolicy™) is to provide clear rules regarding the rights and abligations of all
Licensed Vendors of ODVA technologies to produce Compliant Products, and obtain and maintain a
Declaration of Conformity issued by ODVA. This relates to the Specifications, Conformance and adjunct
testing, Declarations of Conformity and Advisory Declarations in order to promote the widest possible
deployment of ODVA technologies by industry by helping to ensure that product implementations of ODVA
technologies comply with the Specifications and that Compliant Products interoperate in multi-vendor
systems.

b) Scope of the Policy. This document is the complete and exclusive statement of the ODVA Policy Regarding
Compliant Products. All Licensed Vendors shall be subject to this Policy and it shall operate in concert with
their Terms of Usage Agreements.

c) Good Faith and Fair Dealing Requirement. All Vendors and other Persons involved in ODVA activities are
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« ODVAPUBO00261R2

ODVYA.

Technology Management for Conformance Policy

Effective Date: May 7, 2014, Revised November 1, 2017

1 Introduction

This document supplements the ODVA Policy Regarding Compliant Products (PUBO0008R4).
Throughout this document the ODVA Policy Regarding Compliant Products will be referred to as
PUBOO0O0OQS8. This will reference the most current version of the policy. If there are any
discrepancies between this document and PUB00008, PUB00008 will prevail.
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* Pub 8 Appendix A defines Test By Vendor “TbV” option

APPENDIX A
Maintenance of Declaration of Conformity:
Qualification for Partial Conformance Test by Licensed Vendor
Following Modifications to a Compliant Product
for which the Licensed Vendor Seeks an Amended and Restated DOC

n

In accordance with its Terms of Usage Agreement for an ODVA technology, a Licensed Vendor is required to “obtain
and “maintain” the Declarations of Conformity (“DOC") for its Compliant Products. Maintaining the DOC requires that
the Licensed Vendor, following modifications to a product previously determined to be compliant, resubmit the
product for Conformance Testing and that the product again receives a verdict of “pass” on the Conformance Test.
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« Pub 261 section 7.2 defines additional requirements related to DOCs for
implementations of CIP Safety

7.2 Devices and Modules, CIP SAFETY

All Safety Network technologies:
To receive a DOC, a CIP Safety product shall follow this sequence:

¢« Test of the product at an ODVA TSP )
Provide test report to an ODVA-authorized Third-Party Competent Body, currently TUV
Rheinland

e Obtain Certificate of Compliance to IEC 61508 issued by TUV Rheinland

¢ Provide TUV Rheinland certificate to ODVA

Additional certification requirements, to allow Declaration of Conformity for CIP Safety products
certified to less than SIL3, are contained in Edition 2.16 (or later) of The CIP Safety Specification.
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* Appendix A - Requirements for Test By Vendor (TBV) for CIP Safety
— The implementation is on EtherNet/IP
— The minimum version of CT recorded on the DOC shall be CT9.

— The Licensed Vendor shall provide to ODVA Conformance Authority an
Evaluation of Modifications Report from an ODVA-authorized Third-Party

Competent Body assessing the impact of the modifications according to IEC
61508.

— The ODVA DOC for a CIP Safety product is contingent on a valid Certificate of

Compliance to IEC 61508 from an ODVA-authorized Third-Party Competent
Body.

« These are in additional to the requirements for standard TBV
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« PUB00261R2 (November 1, 2017)
— Section 3.2 (CIP Devices — modular and non-modular)
— Section 7.2 (Third-party certifications)
» Previously SIL3 was required for all CIP Safety devices
 As of Volume 5 Edition 2.16 and PUB00261R2, lower SlLs allowed
« Section 7.2 added requirements related to Systematic Capability
» Either SIL3 or SC3 according to IEC 61508-3:2010 must be certified

— SC3is a requirement for SIL3
— |If SIL less than SIL3, then SC3 must be assessed
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* The CIP Networks Library Volume 5 Edition 2.16 Section 2-2.1

— “The assessment of the systematic capability, SIL level requirements, and
appropriate non-interference measures is carried out by the safety certification
body.”

— “All implementations of CIP Safety technology shall use a safety certifying
agency to ensure that the design and implementation of the CIP Safety protocol
(safety-related communication software) provides a Systematic Capability of SC3
according to IEC 61508.”

— “The CIP Safety protocol must be considered as part of a complete device, and
the integration of the CIP Safety protocol into the device must be done to
achieve/maintain SC3.

« “For example, a Vendor cannot use a separately certified CIP Safety stack (one that
does provide SIL3 and SC3) in their product without regard to the need to provide SC3
for the integration of the safety communication software in the integrated product.”
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2018 Safety Architectures for CIP Safety

Off-line CIP-Safety
Configuration Tool

SIL%

Non-interference Measures

Non-interference Measures

Application Data
(SIL2 Data)

Application Data
(SIL1 Data)

SCow =2

SIL3 Device = HW PFD/PFH = SIL3, SCy = 3

SIL2 Device = HW PFD/PFH = SIL2, SCyy, = 2

SCqy=1

SIL1 Device = HW PFD/PFH = SIL1, SCyp = 1
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CIP Safety Conformance Process

1 - Vendor works with Functional
Safety Partner

TUV
Rheinland

ODVA TSP

2 —Functional Safety Partner
requires ODVA certification

3 - Vendor orders CIP
Safety conformance test

5 -Vendor provides ODVA 4 — ODVA provides test
test report

report

6 — Safety Partner provides Functional Safety 7 — Vendor provides
certificate Functional Safety

certificate

8 — ODVA issues Declaration of
Conformity

9 — Vendor ships product to
end users

Marketing & Training Track

2017 Industry Conference & 18th Annual Meeting
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 Updates in CT9 CIP Safety on EtherNet/IP Release (March 2018)
— Improvements related to Originator DUTSs
— Expanded test coverage for non-SNCT devices
— CT14 based

* Planned for upcoming CIP Safety on EtherNet/IP Release (November 2018)
— CT16 based
— Added support for external configuration scripts
— Large/small safety connections defined in one STC file
— Increased number of tests with auditable milestone CRCs

» Plans for next software subscription update (Fall 2019)

— Address existing gaps and known defects
* E.g., Add coverage for Safety Motion objects

— Support ongoing specification enhancements
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;-__'_h' 11 359.':'2_ @ Attempt # 1 out of 3

The testwasn't able neither do configuring

nar run

"CODNANCTIO CIPSafetyEtherMetlPCanfarmt11355,02_0008_ 5
AFETY_tool_owned_config.bat”

Configure DUT to accept TUMID in Safety Open request

or place auto canfig here

CHODWEAWCTI0 CIPSafetyEtherMetiPConformy113559.02_DO06_%
AFETY_tool_owned_config.bat

Then press "OK" to continue,
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 Updates in CT9 CIP Safety on EtherNet/IP Release (March 2018)
— Improvements related to Originator DUTSs
— Expanded test coverage for non-SNCT devices
— CT14 based

* Planned for upcoming CIP Safety on EtherNet/IP Release (November 2018)
— CT16 based
— Added support for external configuration scripts
— Large/small safety connections defined in one STC file
— Increased number of tests with auditable milestone CRCs

» Plans for next software subscription update (Fall 2019)

— Address existing gaps and known defects
* E.g., Add coverage for Safety Motion objects

— Support ongoing specification enhancements
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Large/Small connection defined
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 Updates in CT9 CIP Safety on EtherNet/IP Release (March 2018)
— Improvements related to Originator DUTSs
— Expanded test coverage for non-SNCT devices
— CT14 based

* Planned for upcoming CIP Safety on EtherNet/IP Release (November 2018)
— CT16 based
— Added support for external configuration scripts
— Large/small safety connections defined in one STC file
— Increased number of tests with auditable milestone CRCs

» Plans for next software subscription update (Fall 2019)

— Address existing gaps and known defects
* E.g., Add coverage for Safety Motion objects

— Support ongoing specification enhancements
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e Intro to Safety ¢ [EC61508 Part 2 ¢IEC 61508 Part 3 eExam (4 hrs) e CIP Safety
Engineering Requirements Software Training
¢IEC 61508 Part1  of E/E/PES e Bus Systems

(FSM) systems

Hardware/Software Design According to IEC61508
« Conducted by TUV Rheinland
« Application of IEC 61508 Parts 1, 2 and 3

* Qualified participants can sit for optional examination to obtain the
Functional Safety Engineer (TUV Rheinland) certificate

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 22
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CIP Safety Training Overview

« Overview of Functional Safety and Safety Networks
* CIP Network Architecture

« CIP Safety Features

» CIP Safety I/O Concepts

« CIP Safety Objects

« CIP Safety Configuration

* Implementation Strategies

« Conformance Testing

« Specification Enhancement

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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Overview of Safety Week at ODVA TTC, cont’'d
Application Layer - Network Independent

DeviceNet EtherNet/IP
Transport Layer DeviceNet Transport Layer EtherNet/IP
DeviceNet Communications EtherNet Communications
Stack Stack

Data Link Layer

Data Link Layer

Ethernet
Physical

DeviceNet
Physical Layer

DeviceNet DeviceNet DeviceNet EtherNet/IP EtherNet/IP EtherNet/IP
Header Data Packet Trailer Header Data Packet Trailer

‘ CIP Safety Protocol Training: Slide No. 53
O D /Aw (PUB00303R3) ©2015-2017 ODVA, Inc. All rights reserved.
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» CIP Safety Protocol Concepts

pam —_

Time Coordination

CIP Safety Protocol Training: Slide No. 71
(PUB00303R3) ©2015-2017 ODVA, Inc. All rights reserved.
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«  Errors and Measures , , Measures -
Time expectation | ID for send and Diverse

. . . Safety CRC Redundancy
Errors via a timestamp receive
Message
Repetition X X
Message
Loss
Message
Insertion
Incorrect
Sequence
Message
Corruption
Message
Delay
Coupling of safety &
safety data
Coupling of safety &
standard data
Increased age of data
in bridge or router

\WIEENVES

X
X
X

CIP Safety Protocol Training: Slide No. 87
(PUB00303R3) ©2015-2017 ODVA, Inc. All rights reserved.
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https://odva.org
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O D‘/A About ODVA | Submit Order | Publication Download | Join MEMEBERPLACE | Search...
.ﬁ_:

TECHNOLOGY & STANDARDS MARKETPLACE OPTIMIZATION 4.0 J HAPPENINGS KNOW-HOW HUE CONTACT ODVA

Events Calendar and Registration Happenings

N
Hardware/Software Design According to IEC&1508 + Training on CIP Safety (Ann Arbor, Mich., s

USA)
Start Date/Time:

Event Calendar and Registration

REGE
Monday, October 22, 2018 8:00 AM (UTC-05:00) Eastern Time (US & Canada)

Fokus: Deutschland
End Date/Time:

Friday, October 26, 2018 5:00 PM (UTC-05:00) Eastern Time (US & Canada) Focus: ltalia

BERECTIF— - 4~ HER

Recurring Event: One time event
Description: Industry Conference & Annual Meeting of
Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org Members
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For more information
 https://odva.org
— KNOW-HOW HUB

« conformance@odva.org
— Get answers to conformance-related questions via email
— Monitored by members of the Conformance Authority

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 30
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