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8 CIP Network Conformance Testing

Today’s Topics:
« Conformance Testing process
« Changes and additions to Conformance Testing

| W
* How to be ready for a Conformance Test Q

* Questions
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Conformance Testing Process

ODVYA.




ODVA
8 Conformance Testing Process

Conformance Testing Purpose

» Because You Have To (TOU)

 Better Products at Release

» Benefits Your Customers and Ultimately You
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Changes and additions to
Conformance Testing

ODVYA.




ODVYVA
2018 New Tests in DeviceNet™ CT29/CT30

New Common Service Test:
« Get_Member Service Test for Basic and Extended Format
« Get_Attribute_List/ Set_Attribute List Test
« Set Attributes_All for some CIP objects

« Port Object Test update (Associated Communication Objects attribute)
« Time Sync Object test update

» File Object Test update

» Circuit Breaker Profile and Circuit Breaker objects test

« ldentity Object Test (new attributes)

» Support Parameter Group Object revision 2

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 7
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ODVA
2@18 New Tests in DeviceNet™ CT29/CT30

D 19TH ANNUAL MEETING

Device
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1. Duplicate MAC TD Check
Request/Response Received 1 3 A A
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3. Network Power Unavailable Network
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X MAC ID Check
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Transmission Ignore message
and Quick Connect
Enabled Duplicate MAC ID Check
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On-line 1. Duplicate MAC D Check Response
CAN Bus-Off Detected & Message Received
DeviceNet Object Attribute 2. CAN Bus-Off Detected & DeviceNet
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ODVA
2@18 New Tests in EtherNet/IP™ CT15

= .| ==
Automated Test Enhancements
-
. Transpart Elo @1
* New Common Service Test Pode  BCumsdsme oo
. . Transport/Application
« Connection Manager Object test Guises OO @5
enhancements Data Size fmin/maxd: D El [7]Fixed  [] Variable
- Updated Class 3 Duplicate 16-bit z::;:l.:c?ns{er e::\Teat Mumcast F‘ointto Pairt )
Sequence Count Test prny v Ehih  Fchodied [t
RPI (ms): 100
— Production Inhibit Time Network —— i —
Segment in Milliseconds / edtmotms  [Voddemiont .
M|Croseconds Connection CINdl [ Mutticast [#] Poirt to Poirt
. . ; Friority [¥] Low [¥] High [¥] Scheduled [ | Urgent
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— Speed up I/O tests when DUT e SRR
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Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org

© 2018 ODVA, Inc. All rights reserved.



ODYA

IND“l'.‘lSTRY CONFERENCE

D 19TH ANNUAL MEETING

Automated Test Enhancements

e CIP Modbus Device and CIP
Modbus Translator Device Profiles
Test

 CIP Motion Test for Motion
Controllers and Motion Devices

«  SNMP Object Test
* File Object Test update

* Port Object Test update for
Associated Communication
Objects attribute

Test Mode Test Repetitions

() Development

Ch

Metwork Technology Tests

[7]Encapsulation
|:| Connection Manager
[V] TCPf1P Interface
[V]Ethernet Link
Profile Verification
[V]1dentity

Type 1or 2 Reset
|:| Message Router
[ | DeviceMet
["] Connection
[] Acknowledge Handler

|:| Port
[ Modbus

[ IModbus Serial Link
[ virtual Madbus Device

Stop On Error

1 Times

Run Continuausly

CIP Application Object Tests

[ piscrete Input Paint

[ Analog Input Paint

New Tests in EtherNet/IP™ CT15

["|s-Device Supervisor

[ | Discrete Qutput Point || Analog Output Point || S-Analog Sensor

|:| Discrete Input Group

["] analog Input Group

[]5-Analog Actuator

[ | Discrete Output Group || Analog Output Group || 5-Single Stage Controller

|:| Discrete Group
["|Presence Sensing
[/] Assembly

[ |Register

|:| Parameter

|:| Parameter Group
[ selection

[V]File

[] connection Config
[[oat

e

[ ] PRP/HSR Protocol
[ ]PRP/HSR Table

[] nalog Group

|:| Motion Device Axis
[IMotor Data

["] control Supervisor
[]acjoc Drive
[overload

[ ] soft Start

[7] Time Sync

|:| Base Energy
[ ] Electrical Energy

[ ]5-Gas Calibration
["|s-sensor Calibration
[ Trip Point

[ Position Sensor

[ ] Position Control Super
[ ] Position Controller
[Block Sequencer

["] command Blodk
[|Base switch
[]RSTP Bridge

[ ]RSTP Port

[ Mon-Electrical Energy [ QoS

|:| Power Management
[ |Power Curtailment

[ ] Device Level Ring
[ snmp
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ODVA
2@18 New Tests in EtherNet/IP™ CT15

D 19TH ANNUAL MEETING

* Broadcast Listidenty MaxResponseDelay Test

“The receiver’s delay shall be a random value, in milliseconds, between 0 and the
MaxResponseDelay specified in the Listldentity request” [Vol2, Chapter 2, Section 2-4.2.3]

MNo. Time Source Destination Protocol Length Info
63 *REF* 192.168.1.1 192.168.1.255 ENIP 66 List Identity (Req)

e B4 8.889312 192.168.1.16 192.168.1.1 ENIP 189 List Identity (Rsp)}, PIM
65 *REF* 192.168.1.1 192.168.1.255 ENIP 66 List Identity (Req)

ey 66 ©.8689222 192.168.1.16 192.168.1.1 ENIP 189 List Identity (Rsp), PIM
68 *REF* 192.168.1.1 192.168.1.255 ENIP 66 List Identity (Req)

e 69 B.818283 192.168.1.18 192.168.1.1 ENIP 189 List Identity (Rsp), PIM
78 *REF* 192.168.1.1 192.168.1.255 ENIP 66 List Identity (Req)

— 71 @.088737 192.168.1.1@ 192.168.1.1 ENIP 189 List Identity (Rsp), PIM
72 *REF* 192.168.1.1 192.168.1.255 ENIP 66 List Identity (Req)

e 73 ©.0088947 192.168.1.18 192.168.1.1 ENIP 189 List Identity (Rsp), PIM
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ODYA

8 New Tests in EtherNet/IP™ CT16
Enhancements in CT16 Eoa =

sers\leixia\Desktop\Conformance\Build\ENetIP Release>ENetIPCT.exe mytest_config.txt

e CT can be run from GUI or Command Line

* Circuit Breaker Profile and Circuit Breaker
objects test

« Identity Object Test (new attributes)
« Support Parameter Group Object revision 2
« MDAO and Motion I/O test for new SEs




ODVA
st Manual Test additions - EtherNet/IP™ CT15/CT16

PRP Behavior Test

“Parallel Redundancy Protocol (PRP) is a
network protocol standard for Ethernet that
provides seamless failover against failure of any

network component. This redundancy is °
invisible to the application. o
“The PRP/HSR Protocol Object provides the R
CIP application-level interface to these protocols ¢ ﬁ @ e -
(PRP/HSR).” P e

A1 USB/Ethernet connection

Test Interface
PLC Configuration
Utility
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ODYA

2018 Manual Test additions - EtherNet/IP™ CT15/CT16
Off-Link Routing Test

“If the destination is on a connected network, the datagram is sent directly to the destination host;
otherwise, it has to be routed to a gateway on a connected network” [RFC 1122, Section 3.3.1]

| setungs [ons [ wins |
IP addresses
1P address Subnet mask. i
= T = ][ m m] [ = Configure the PC's physical Ethernet interface so that it has three logical TCP/IP interfaces as follows:
e - - - IP address 192.168.2.100 with subnet mask 255.255.0.0 (note /16 subnet mask)
Gatevay etrc - 1P address 192.168.1.4 with subnet mask 255.255.255.0 (note /24 subnet mask)
- IP address 192.168.1.5 with subnet mask 255.255.255.0 (note /24 subnet mask)
[ Add... ] | Edit... ‘ | Remove
[C] Automatic metric
Interface metric: 1
o ]

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 14
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2018 Manual Test additions EtherNet/IP™ CT15/CT16
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‘ Multicast I/O Forward Open Request

No. Time Source Destination Protocol Extended Status Info
48 1.438274 192.168.2.188 192.168.1.18 CIP M Connection Manager - Forward Open (Class (8xa7))
49 1.438651 192.168.1.16 192.168.2.188 TCP 44818 » 62112 [ACK] Seq=751 Ack=1135 Win=8882 Len=0
' 58 1.438982 192.168.1.1@ 192.168.2.1688 CIP M Not configured for off-subnet multicast Connection failure: Connection Manager - Forward Open
. T I.2490278  102.168.2.100 152.168. 1. 10 TIP M Tonnection Manager - Forward Open (CLass (Bxarsyy
52 1.448642 192.168.1.10 192.168.2. 100 TCP 44818 = 62112 [ACK] Seq=807 Ack=1245 Win=8@82 Len=0 Unsuccessful off-subset multicast
- 53 1.44@958 192.168.1.1@ 192.168.2.188 CIP CM Not configured for off-subnet multicast Connection failure: Connection Manager - Forward Open [/ TEQUEST
X 1.442276 152.165.2.100 152.165.1.10 TIP M Connection Manager - Forward Open (Class (Bxar))
55 1.442639 192.168.1.18 192.168.2.166 TCP 44818 » 62112 [ACK] Seq=863 Ack=1355 Win=8882 Len=8
56 1.442959 192.168.1.18 192.168.2_168 CIP M Not configured for off-subnet multicast Connection failure: Connection Manager - Forward Open
57 1.444256 192.168.2.180 192.168.1.16 CIP M Connection Manager - Forward Open (Class (@xa7))
58 1.444588 192.168.1.18 192.168.2.188 TCP 44818 » 62112 [ACK] Seq=919 Ack=1465 Win=8882 Len=0
e i [ e g mm e me e e e o e S S [
66 1.446318 192.168.2.168 192.168.1.16 CIP M Connection Manager‘ - Forward Open (Class (8xa7))
61 1.446783 192.168.1.18 192.168.2.1688 TCP 44818 = 62112 [ACK] 5eq=975 Ack=1575 Win=8882 Len=8
62 1.447268 192.168.1.18 192.168.2.1688 ENIP Connection: ID: , SEQ:
63 1.447269 192.168.1.18 192.168.2.160 CIP M Success: Connection Manager - Forward Open iﬁ?ﬁ:zfz%"r:fu”;sft
64 1.448292 192.168.2.160 192.168.1.18 ENIP Connection: ID=BxB01A4624, SEQ=00000B-0801 and I/0 packets
65 1.546667 192.168.1.18 192.168.2.1688 ENIP Connection: ID: , SEQ: 1
66 1.646657 192.168.1.16 192.168.2.188 ENIP Connection: ID: . SEQ: 2
67 1.652895 192.168.2.160 192.168.1.18 TCP 62112 -+ 44818 [ACK] Seq=1575 Ack=1867 Win=64632 Len=8
68 1.746658 192.168.1.16 192.168.2.188 ENIP Connection: ID: . SEQ: 3
69 1.747898 192.168.2.166 192.168.1.18 ENIP Connection: ID=8x881A4824, SEQ-200000-0002
78 1.846652 192.168.1.19 192.168.2.160 ENIP Connection: ID: » SEQ: 84

Default TTL Value of DUT =1 Unicast I/O Forward Open Request
Default Gateway Assigned to DUT

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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ODVA
2“8 New Tests in EtherNet/IP™ CT16

CIP Security Test: (in a separate app for CT16)

« 1/O Test via DTLS session

« CIP security objects test via TLS session

« Configure and use PSK test

» Use default and non-default certificates test
* NULL ciphers and non-NULL ciphers test

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org 16
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ODVA
8 Conformance Test ToolKit — Content Highlights

ODVA Test Framework

» To be released as part of CT-16 (but a separate installation package)

« Tools to aid in conformance testing:
« Connections Tool
« DHCP Server
« CIP Motion I/O Validator

« Scripts to provide some automation for manual test processes
- ACD
« TTL/MCast

17
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ODVA

8 Conformance Test ToolKit — DHCP Server Tool

o ODVA Conformance Test

| Interactive Test Sequencer | Resuits Browser | Messaging Tools | DHCP Server | CIP Motion /0 Validator |
OXICEIDH (@ %% ,
[ Configured DHCP Clients / Events [ Settings
Default New Physical Address
Clients PC Interfface  152.168.1.1/24 - 00:00:00:00:00:00
Physical Address IP Address Bound @ Expires @ Description
E4:90.69.98:A6:8F 192.168.1.10/24 16:25:53 Infirity Defaut Corfiguration Values
At Corfi Base IP Addess I * Fully functional DHCP Server.
192.168.1.10
Network Mask
255.255.255.0 (
Gateway Address |
192.168.1.254
Domain Name
ODVA-Domain-Name |
Base Host Name |
Events ODVA-Host-Name
E 04:25:30.035 Start_Server, on {192.168.1.1/24) 2 = = i ||
E 04:25:52.110 <E4:50.63-9:A6-8F> Request_Recsived Lease Time [ Foroed [ Infinty
E 04:25:53.126 <E4:90:63:98:A6:8F> Ack_Sent. (192.168.1.10)for Infinity 10:00:00 (
Roundtable 2018 Industry Conference & 19th Annual Meeting www.odva.org
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Conformance Test ToolKit — Connections Tool

i ‘ODVA Conformance Test ToolKit
==

Interactive Test Sequencer | Resuits Browser | Messaging Tools | DHCP Server | CIP Motion 1/0 Validator

1/0 Configuration
Host Interface

Host IP Address: 192.168.1.1 -

* Encapsulation commands

DUT IP Address: 192.168.1.10

e T « Explicit messaging
) Change of State usiveOwner -

Cometon Panpesy  Connected
200424012c032c 02 ° UCMM

0T

Conmnection Type: p -+ n - _ | P ——
YPE: PointToPoint ~ Froy Hh v @ Foed

T o it - e 0O Ve « 1/O Connections
s * Multiple connections

T->0
Conmection TyPe: Wwicat v Priody: Low T o e
Real Tme Fomat:  Modelessfomat = RPlmsk 300 @) Variable

Deta Size: 504

Save | [ Create One Connection

Roundtable
© 2018 ODVA, Inc.
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ODVA
8 Conformance Test ToolKit — Motion I/O Validator

rﬂ ODVA Conformance Test ToolKit
[ ive Test S Results Browser | Messaging Tools | DHCP Server | CIP Motion 1/0 Validator
Controller MAC Address: 00:1d:9c:d6:4de:11 Target MAC Address: F4:54:33.87:84:A5
. - .

CIP Motion pcap File: C:\MotionlO'Meation|0-2 pcap Browse Utl I Ity to Valldate CI P

Motion I/O messages

Validate Motion 1/0 ‘ ‘ Stop Validating
Roundtable 2018 Industry Conference & 19th Annual Meeting www.odva.org
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ODVA
st Conformance Test ToolKit — Script Sequencer

AND 19TH ANNUAL MEETING

5 ODVA Conformance Test ToolKit B

Interactive Test Sequencer | Results Browser | Messaging Tools | DHCP Server | CIP Mation 10 Validator |
ACD Behavior Test ‘

ACD Behavior Test V20

4.12.3 Wait for defend interval to elapse (> 2 seconds) -
4.12.4 Send Conflict, Verify Defend

4.12.5 Does the DUT Declare a Conflict?

4.12.5 Register Session - Device must stil communicate

4.12.6 Verfy Corflict is NOT Declared

4.12.7 Wait three seconds (defend interval elapsed)

173 1 S e e NOT s Scripting Engine front end provides:

Results Folder: |C:\ngmmData\ODVA\Testmeawoﬂ(\Resuks ‘ E
STCHe:  |C:\Workspace\ODVAFramework'\Scripts\EN2DI] [ |

IP Address:  192.168.110

MAC Address:  E4-50.69:5B.A6 8

Available tests

flame hlotey 4.12.10 OpenAdapter. Send Second Corfiict
ACD ACD Behavior Test {@)4.12.10 Send Second Conflict

TestScript Simple Demonstration Script - 4.12.11 Verfy Conflict is detected

TTL TTL and MCast Capability Test 4.12.12 Register Session - Don' expect success

@ 1213ty DT epond o s et « Selection of installed scripts to be run

=-)4.13 Address Not Used When Conflict is Declared

Pt « Selection of DUT information (.STC)

4131 Acquire Probe/Announce

413.1.1 Stop DHCP Server H H H
132V 2 * Visual feedback during test execution
(@) 4.13.3 Send Conflict, Verfy Defend
@) 4.13.4 Wait 500ms 1 n7i

122 v * Automatic archiving of result data
4136 Send Conflict
4.13.7 Wzt 1 Second to give DUT time to stop.
4.13.8 Start Acquisition looking for response from DUT

= 4.13.9 Send ARP Request to DUT Address
ACD Running 4.13.10 CompleteAcquisition
TTL Pending e 4.13.11 Did DUT respord?
(15 4. 74 Diected ARP During Frobe Phase Does Nof Cause Cordict
-%4 14.0 Embed PCAP Message

@) Power Cycle

4.14 OpenAdapter
4.14.1 Start Acquisition
| {@))4.14.2 Wait for Initial Probe
(@) 4.14 3 Send Dirscted ARP
(@) 4.14.4 Complete Acquisition
--g-& 14.4.1 Stop DHCP Server

=X

m

-(@)) Delay one second
o 4.74.5 Does the DUT Deciare 3 Cordict?

4.14.6 Verify Conflict is NOT Declared

Roundtable 2018 Industry Conference & 19th Annual Meeting www.odva.org 21
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8 Conformance Test ToolKit — Results Viewer
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AND 19TH ANNUAL MEETING
i, 0ovA Conormengs T ol e pe— —— = Ce
Interactive Test Sequencer | Results Browser | Messagng Tools | DHCP Server | CIP Motion 1/0 Validator |
|HepartFolmat [Fullepart ~| [ SaveRepot | [ SaveData | [ LoadData | [ Closedl |
ACD Behavior Test X|  ACD Behavior Test *|  ACD Behavior Test ®  ACD Behavior Test |
EtherNet/IP ODVA Conformance Test Results
Test: ACD Behavior Test * Report shows result of each
|| Version: 2.0 script step, as well as final
|| TimeStamp: 2018-09-27T16:22:24.5577385-04:00
|| Test Engineer: mfrazer result of test.
Notes: ACD TEst Demonstration ;
| Test Resultz FALL « Testdata is stored as XML
format.
i Test Step Description Result R
* Reportis generated as
l - -
|—0. Basic Initialization PASS HTML for viewing
|=———0.1 - Enter Test Engineer Info PASS
| 0.2 - SelectAdapter 11\193;\1;{;(;:11&::@131 ‘Realtek PCle GBE Family Controller' on local hostInternet 192.168.0.1.Internet PASS
|———0.3 - Initialize Script With STC Vahes PASS
| SUBS - Initialize Script With STC Values PASS
| §5.1 Assign DUT IP Address PASS
i | §3.2 Assign DUT MAC Address PASS
Roundtable 2018 Industry Conference & 19th Annual Meeting www.odva.org
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Getting ready for a Conformance Test

« Start early — submit your conformance test
well in advance

« Read the ODVA Test Guidelines in the M P L. A N =
Conformance Test Details Form PREP ,L\P\t_

* Review and run the manual tests
* First timers — encouraged to attend the test
« Ask Questions! — conformance@odva.org

M PERFORM

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
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QUESTIONS?

Technical Track 2018 Industry Conference & 19th Annual Meeting www.odva.org
© 2018 ODVA, Inc. All rights reserved.



ODYA

INDUSTRY CONFERENCE
AAAAAAAAAAAAAAAAAAAA

THANK YOU




