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Session Overview

* Functional Safety
« CIP Safety Protocol
« Conformance Testing Process
« CIP Safety Conformance Test
« Test Guidance

* Available CIP Safety CCTs and TSP locations
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Functional Safety
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and 18th Annual Meeting

« |EC! defines “safety” as

— Freedom from unacceptable risk of physical injury or of damage to the health of
people, either directly, or indirectly as a result of damage to property or to the
environment.

» |EC further defines “functional safety” as

— The part of the overall safety that depends on a system or equipment operating
correctly in response to its inputs.

« |EC 61508
— Functional safety of E/E/PE safety-related systems
— Probability of dangerous failure (PFD,y,, PFH)
— SIL — Safety integrity level — e.g., SIL3 > 10® < PFH < 10

linternational Electrotechnical Commission; http://www.iec.ch/functionalsafety/
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« |EC 61508 is the basis for many other international standards that target
application and product sectors; for example:
— |EC 62061 Safety-Related Electrical Control System (SRECS)
— |EC 61511 Safety Instrumented Systems (SIS)
— IS0 13849 Safety of machinery (SRP/CS)
+ PLevs.SIL3
 |EC 61784-3 “Functional safety fieldbuses”
— Defines Functional Safety Communication Profiles (FSCP)
— Uses the “black channel” approach (61508-2 subclause 7.4.11.2)
— CIP Safety is defined as FSCP 2/1 (61784-3-2)
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CIP Safety Protocol
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* Provides a stated probability of failure for

Certificate

the network layer
— PFH is average frequency of dangerous s ooneL 3ragns
failures per hour I ————
— Network PFH (1%) part of overall PFH — o
— 101°< PFH < 10 required for a SIL 3 data e i
communications channel e ——
« CIP Transport Class 0 Messaging :5”':“
- Real time format (Vol 1 3-6, 7-3.6.10) | B
« Certified by TUV Rheinland | B e S
Y oo /A TOVRheinland®

eeeeeeeeeeeeeee
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Conformance Testing Overview
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* Purpose of Conformance Testing
— Satisfy ODVA Terms of Usage (TOU)
— Obtain ODVA Declaration of Conformity (DOC)

* Prerequisites to CT
— Current specification and software subscriptions

» Prepare for the lab test by running CT during development
* Procure test by placing an order on the ODVA website
* Provide required info and materials
« Participate by attending the lab test
— Highly recommended for first-time and originator DUTs
« Pass the test to receive final test report and DOC
— CIP Safety requires additional coordination between Vendor and ODVA
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=017 CIP Safety Conformance Testing Process

1 - Vendor works with Functional
Safety Partner

TUV
Rheinland

ODVA TSP

2 —Functional Safety Partner
requires ODVA certification

3 - Vendor orders CIP
Safety conformance test

5 -Vendor provides ODVA 4 — ODVA provides test
test report

report

6 — Safety Partner provides Functional Safety 7 — Vendor provides
certificate Functional Safety

certificate

8 — ODVA issues Declaration of
Conformity

9 — Vendor ships product to
end users
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CIP Safety Conformance Test
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* Includes all relevant sections of Standard Conformance Test
— A standard test order is not needed for safety products
— A standard test order IS needed for non-safety product variants
« Establishes conformance to the Safety Test Plan
— Does not establish functional safety of the device
« Software installation provides CIP Safety test guidance
— Readme
— Sample Test Report
— User’s Guide — Appendix E
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CIP Safety Conformance Test
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* Implements automated safety protocol tests
— Vol 5 Appendix F-3
Includes CIP object test adaptations for safety
— Vol 5 chapters 5 & 6
— Safety-specific profiles and objects
— Changes to standard objects (e.g., SNN attribute)
Accommodation required for manual tests
— QoS, ACD, DLR, TimeSync
Dynamic Interoperability Test
— Required for originators
— Run if time permits for targets
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CIP Safety Test Plan
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* Volume 5 — Appendix F
— Links to traceable requirements (FRSxxx, SRSxxx)
— Includes “Black Box” and “White Box” tests

— Black Box — tests that can be externally verified
* Volume 5 Appendix F-3
» Automated test scripts
* e.g., TST101 SafetyClose Processing by Targets

— White Box - tests that require visibility into the implementation
» Verified by the product developer
— e.g., code inspection, design review, etc. Fully
* Volume 5 Appendix F-4 Known
* e.g., TST93 — Safety Device Hardware Validation Tests

Internals
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“Standard” Protocol Test
« CIP Network specific tests
* CIP Object tests
— Safety-specific profiles and objects
— Impact to existing objects
— CIP object extensions for safety
— (Vol 5 chapters 5 & 6, Pub 170)

« CIP Safety object tests
— e.g., Safety Supervisor

Safety Protocol Test
— “Black Box” tests are automated

Test Guidance — CIP Safety Protocol Test Software

Development Tests |z|b__<|

Test Mode

QOc
() Performance

Metwork Technology Tests

[JEncapsulation

I:‘ Connection Manager

[ TcrjIP Intetface

[C] Ethernet Link

[ Profile erification

[ 1dentity

Type 1 Reset

[IMessage Router
Devicellet
Connection
Acknowledge Handler
Port

Test Repetitions

D Skop On Error

1 Times
[JRun Continuousky

CIP Application Object Tests

Discrete Input Poink
[ Discrete Qutput Point
Discrete Inpuk Group
[ Discrete Output Group
Discrete Group
Fresence Sensing
[ Assembly
Reqister
Parameter
Parameter Group
Selection
File:
Connection Config
Q03
Base Energy

Analog Input Point
Analog Qutput Point
Analog Input Group
Analog Qutput Group
Analog Group

Motion Device Axis
Mokor Data
Control Superyisor
AC[DC Drive
Overload

Soff: Skart

Time Sync

Device Level Ring
Electrical Energy

S-Device SUpervisar
S-Analog Sensor
S-aAnalog Actuator
S-3ingle Stage Controller
S-Gas Calibration
S-Sensor Calibration
Ttip Point

Position Sensor
Position Contral Super
Position Contraller
Block Sequencer
Command Block.

Base Switch
Mon-Electrical Energy

Run
Cancel

CIP Safety Ohject Tests

[ 5afety supetvisor

[ 5afety validator

[ 5afety Disc Input PL

[ 5afety Disc oukput Pt

[ 5afety Disc Input Gp

[ 5afety Disc output Gp

[ 5afety Dual Chnl Output
Safeky Anlg Input Pt
Safeky Anlg Input Gpo
Safety Dual Chnl Anlg In

CIF Safety Protocol Tests

Select TestjConfiguration. ..

— “White Box” tests must be performed by Vendor
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Test Guidance — CIP Safety Test Selection

CIFP Safety Object Tests Safety Tests
|:| Safety Supervisor Device configuration: | Single-cast producing target | Safety Format:
[ ]5afety validatar
|:| Safety Disc Inpuk P Test Mumber | Test Mame =
|:| Safety Disc Cukput Pt O= Connection Initialization Test
|:| Safety Disc Inpuk Gp 14 Connection Parameters CRC Megative Test
[ ] safety Disc Qukput Gp Ols Type 2 SCID Test
|:| Safety Dual Chnl Output O« Electronic Key Mismatch
=afeby Anla I b Pt [13 Producer CRC and PIDYCID Tesk
ElEly g A2 1 Producer Packet Generation Mode Byte
Safety Anlg Input Gp =1 Producer RunfIdle Usage
Safety Dual Chnl Anlg In [ 2z Producer Ping Count Usage
. | |:| 32 Producer Time Coordination Mo-response Tesk
CIP Safety Pratocal Tests 4z Configuration INID
[143 Input Type 1 Connection Eskablishment Test
[ as Identity Objact
- - [sz Propose)apply TUMID and Reset Commands T
Select Test/Configuration... [Js3 Zonfiguration Lock/Unlock,
=4 Configure_Request
|:| 55 SMNCT Configuration Process
[Jse Setting Passwords
== Safety Validator Diagnostics hd
oF ] [ cancel |
Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
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Industry Conference TeSt GUIdance - Safety STC
° TWO Changes to the STC for Safety S0C - Statement of Conformance Data @
. Device name (spedifies safety results directory
« Safety results directory < oo DUT1_Safety
— This should be constant thru all test runs File name (o SR=Reon:

1lxxx_DUT1 Safety_SmallTarget

Product name:  ODVA Test CSoE

— Vary file name to manage multiple STCs
« Safety Characteristics

. . . Vendor name : [DD'M'A Special Reserve v]
— Device configurations and Devic tpe: Nt )
— Connection endpoints and sizes Vendor specific device type: 399

Productcode: 1

Revision:  1.001

CommData | |PhysicalData | | ObjectDat{| | safety | )

[ 0K l l Cancel ]

Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
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2017 Test Guidance — Safety STC
and 18th Annual Meetin
° D%V| ce Be h aV| or Safety Characteristics
Device Behavior ;
— Input/O utput i [contraler [[]5afety Reset Switch
- ContrO”er [#] oukput [CEridoe
b Con n ectlon I nfo Safety Connection Type(s) Safety Open Application Pathis)
L. Criginator Target Config  Consumed  Produced
— Targ etlorlg Inator [ single Cast Producer [#] single Cast Producer Class: | 4 | | 4 | | 4 |
~ Consumer/Producer T e s e
- Slngle/MUItl'CaSt Safety Open Type(s) Instance: | 199 | | 199 | | 199 |
— Connection Endpoints Tope L (Corfg) () [Tpeziscn-) | Mrbus I
— Provide one STC per required | sfevioosa s - point: | L | |
test confi guration (Sm all & Size Size Consumers ~ System Unigue Idsntifiers
large connection sizes) & |RPIMn RPIMax |1 | RPITick |4DUT Ui | |4Te==t UNID |
° S afetyo pe n Type S | | Active Safety Data Z:: :ate | — | | — |
afety Metwark Configuration Tool f i
° TUNI D/ N Odel D/ SNN SD ;ti:ntatm . g Ttarg; SNCTl:l 'E_Ic.nﬂg NodelD | || Oxenas0101 |
® (O ptl O n al) Confl g fl Ie Target Configuration Laka File Safety Protocal Wersion
- Originator target config file | |

Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
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Test Guidance — Safety Configurations

* Input/Output
— TSCP = Target Single-cast Producer (i.e., INPUT)
— TSCC = Target Single-cast Consumer (i.e., OUTPUT)
— TMCP = Target Multicast Producer

* Meaning “reversed” for Originator DUTs
— OSCP is a CIP consuming connection (i.e., OUTPUT)
— OSCC is a CIP producing connection (i.e., INPUT)

Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
© 2017 ODVA, Inc. All rights reserved.



oDVA

Industry Conference
and 18th Annual Meeting

51 10968_1734IE45_SA6 20120427 Safety.log

&«
7 restuare Revision - _1.1xt - Notepad £ fecaums (3 il
;‘]3 Py “| Ele Edit Fomat View Help [0003200.563387]
est number
342 <ilestone gthErNet Metwork specified Egggjzgg:::ﬁg}
no s ¢ ouT modes :: ', (0, 0, 0, O, 0, 1)) [e003200. 571502)
i checking role
:z ::H::EE checking num connections [0002200.571518]
247 <Test Result statfCNECKing connection type [0003200.571520]
<Test> makEMu1t1cast?ruducerTargetSystem [0D03200. 571525
348 Comnection Initialif DUMMy connection not created [0003200. 571542]
initializing for 16 connections [0003200. 571547]
in execTast
49 __J=imulated IP address: 192.100.100.2 Esssgigg:zzizgé
350 connection PN TxTCM L rrrrrrrRXTClrrrrrrrrr [0003200. 571560
Testware Revision -|/ " T T T °rCrorCororororroerCcrrrrrnr [0003200.571563]
. rrrrrrrrrrrrrrrrrrrrrrrr fonDs0n, 71e8m
rrrrrrrrrrrrrrrrrrrrrrerr -
352 <Test number rrrrrrrrrrrrrrFrFrrFRFRCRRLT [0003200.571572]
33 rilestone wait Time 40.000000 (0003200, 571589]
354 <rilestone EPI 100000. 000000 [0003200.571717]
355 <Milestone pingInterval 10000000, 000000 [0003200. 571783]
356 <Milestone rrrrrrrrrrrrrrrrrrrrr e oooizon.srisil
357 <est Result statlr r p r r TxTCM L r rrrrrrrrrrrrrr [0003200. 571265]
</Test> rrrrrrrrrRTC4 rrrrrrrr RxTC 15 [0003200. 572495
358 Conmection Parametel .
rrrrrrrrrrrrrrrrrrrrrrrr [0003200.572625]
rrrrrrrrrrrrrrrrrrrrrrrr
rrrrrrrrrrrrrrrrrrrrrrrr [0803200. 577450]
FrrFPFPFPFPPPFPPPPPTXICM S PP FPFPE [0003200, 5681705,
rrrrrrrrrrrrrrrrrrrrrrrr [0003200. 581832]
rrrrrrrrrrrrrrrrrrrrrrrr [0003200.581993]
rrrrrrrrrrrrrrrrrrrrrrrr [0003200. 5820961
rrrrrrrrrrrrrrrrrrrrrrrr [0003200.582112]
FrrrrrRXTClrrrrr e TXTCM 9 r ¢ ror ¢ | [0003200.582159]
rrrrrrrrrrrrrrrrrrrrrrrr [0003200.582474]
rrrrrrrrrrrrrrrrrrrrrrerr 0003200, 58253851
< | [0003200.582772]
= [0003200. 582960]
[0003200.612926]
[0003200. 6130651
. [0003200.613075]
Test script | ut:
est Script console ou cr1s0)
[0003200.784628]
[0003200.880615]
[0003201. 000648]
[0003201.096636]
SPTE Rollup html| =% %5
[0003201.288588]

Test Guidance — Safety Log Files

1 rolhop bt

C' 9 flesj/fc/Conformance/ 110 78/BaseFormat_TMCPL /Info_Testa/rollup. Htmi

P 2 B I Couks Comson (Coova [ W Wikipedia (0) wolfram

typs CRIGINATCR
type CRIGINATCR

Creating Ethernet Input server,
Creating Ethernet Output server,
Packing forward open response:

FWD OPEN REFLY

O-T connection ID 02000000
T-0 connection ID 01000000

Connection serial muber 1

Vendor ID 121

Criginator serial mumber 2699165763

LPT 0-T us between packets 10000000

LPI T-O us hetwesn packets 100000

ipplication reply size 5

Reserved 0

ipplication reply 01007500010000000200

Additional data

Sending safsty Open response to reguest 1:
Got response to request 1 in Network
Create ¥irtual Input Server thread, Comnection Id Z

Create Virtual Output Server thread, Connection Id 1

Created I/0 Servers For Bridged Connection

Starting Virtual Input Server thread, Connection Id 2

Vaiting for response

Srarting Virtual output Zerver thread, Connection Id 1

Unpacking forward open response:

Handling safety open response:

Create Virtual Input Server thread, Comnection Id 1

Create Virtual Output Server thread, Connection Id 2

Creating Safety Validator Server

self.data_length = 8

got the init eall for consumer 1

Successful connection to the DUT as consuwer 1

Starting Virtual Input Server thread, Connsction Id 1

Starting VWirtual Output Server thread, Connection Id 2

Milestone test="3" milestone="0" comment="Base Format Connection Established"
Starting connection 1

getconnected, Walt until we have & COnnection

Rx UDF ID:00C60081 0000000000000000144906FFFFFFFFFFFFFFFF4EBECS ARADOONONO0SS1FSA
Tx UDP ID:B0CS0081 &&CTDIDDESOE

Rx UDP ID:00C60051 000000000000000014A9DEFFFFFFFFFFFFFFFF4EBEBOADSE000000551FaL
Rx UDF ID:00CE0051 00000000000000001449D6FFFFFFFFFFFFFFFF4EBELLIEOCIO00000551F94
Rx UDF ID:00C60081 0000000000000000144906FFFFFFFFFFFFFFFF4EBEEARS23000000551F 94
Rx UDP ID:00CE0081 0O0000000000000014A9D6FFFFFFFFFFFFFFFF4EBEDSESFEOOOONOSS1FSA
Rx UDP ID:00C60081 0O000000000000001449D6FFFFFFFFFFFFFFFF4EBECOBI1EDNONN0SS1FIL
Rx UDF ID:00DCE0051 00000000000000001449D6FFFFFFFFFFFFFFFF4EBELZ ED4CO00000551F94

7

[ Other bookmarks

008010000002084E00000000000000000000000001801000000,
D40000000200000001000000010079004300E2 80809 69800408

B

~

A
brmat Connection Established" /> —
rion Not Completed” />
hection Established™ />
rion Completed” />
=ted” />
brmat Connection Established” />
h with incorrect CPCRC sent™ />
nection Rejected™ />
=ted” />

| £
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Test Guidance — Pass/Fall

I\ 11078_ConformSafety. log - Notepad

Fil= Edit Format Wiew Help
185358 ~
18539 Extended Format Producer Time Coordination Response Failure Test
Testware Revision = 1.01 08/24,/04
18540
18541 1160 Extended Format Producer Time Coordination Response Failure Test
18542 <Test number = 116>
18543 Receive sljmmes=frTrios oy
18544 essages suppressed: 15 9n 0.110s
1554 1> **¥% producer Time Coordination Response jlure with Extended Format :: Connection not es
18 2> w% producer Time Coordination Response FaTwre with Extended Format Mot all configure
15447 3> %% producer Time Coordination Response Faillre with Extended Format :: Test did not run
18 WHWEH Found 3 Errors Weeww
1854 <Test Result status = Fail cro = x1F71E7EE
</Tasts
18550 5 rdination Response Fajlure Test Test
18551 wwwww Fgund 3 Errors 1n Extended Format Producer Time Coordination Response Failure Test Test
18552
158533 Extended Format Producer single-Cast
Testware Revision = 1.01 08/24,/04
18554
158555 121) Extended Format Producer Single-cast
18556  <Test number = 121
18557 receijve skipped: No Response Expected
18558 (Log messages suppressed: 15 9n 0.107s)
158559 <Milestone test="121" milestone="0" comment="Connection Establlished" />
18560 <Milestone test="121" m11est0ne— 1" comment="First Packet verified" />
15561 <Ml estone Lesle = " comment— P1ng count multiplier verified” /-
18562 ohe test="121" m11est0n "EPI Rate verified" />
18558 <Milestone test="121" milestone="4" comment- gst Completed” /=
15864 Test Passes
1854 <Test Result status = Pass cro = x2FZE48B2:
< Tests>
18566  End: Extended aje1s ngle—Cast Test =
158567 Extended Format Producer S1ng1e Cast Test Passes
15565 a3
< >

Marketing & Training Track
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Test Guidance — Installed Documentation
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Appendix E 59
: CIP Safety Adaptation for Conformance Testing 59

ri_ﬂ CDva CIP Safety on EtherMetIP -
Before You Begin 59
Composite Test Specificat CIP Safety Conformance Software Removal 59
Test Specifications (PCTS) CIP Safety Conformance Software Installation &0
ses CIP Safety on EtherletIP CIP Safety Conformance and Python 64
'@ CIP Safety Release Mokes E'.datmg_ Safety Ccﬂﬂgl_lratmﬂ Data °>
STC File Per Connection Type 70
'@ EtherMetIP Release Motes CIP Safety Test Plan 71
L sample Conformance Test Select Test/Configuration 72
T supplemental Release for [nterpret Safety Test Besults 73
8l Unipatsl About SNCT Files 84
‘ ) Create a SNCT File 84

'@] User Guide .
About CFG Files 87
Create a CFG File 87
Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
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Test Guidance — Installed Documentation

B ©Dva CIP Safety on EtherMetIP Conformance (CTA)

[@ Composite Test Specifications L4

&t

Test Specifications (PCTS) 'E] CIP PCTS (Protocol Conformance Test Specification)

=
T

ZIP Safety on EtherhetIP Protocol Conformance Teshware 'E] CIP Safety Conformance Specification

CIP Safety Release MNokes 'E] EtherietIP Conformance Specification

EtherMetIP Release Motes

Sample Conformance Test Result Report
Supplemental Release for Third Party Communication
ninstall

ser Guide

58 g b o8 b e

Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
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2. CIP Safety Object Tests

This chapter specifies the conformance tests for CIP objects defined in the CIP Safety
Specification, CIP Networks Library Volume 5 (ODVA PUBO000SS).

A template for use in developing CIP Conformance test specifications is provided in PUB00166
Appendix A.

Some testing specifications related to CIP Safety are contained in the common and network-
specific test specification documents. For more information, please see the referenced
document:

CIP Conformance Test Specification (ODVA PUB00166)
CIP Conformance Test Specification: DeviceNet Adaptation (ODVA PUB00167)

%—E CIP SafEt':." an EtthI"-.IEtIF' F'rl:ltl:ll:l:ll CDFIF':IHTIEFIEE Tesbware CIP Conformance Test Specification: EtherNet/IP Adaptation (ODVA PUB0Q0I168)
Object Code For information about this Object Test: Go to this page:
'@ CIP Safety Release MNokes T dentty 8
«03 DeviceNet 9
'@ EtherMetIP Release Mokes 09 Discrets Ouiput Point 0
x39 Salaty Supervisor 1
'EL'] Sample Conformance Test Result Report | Satety Validstor a
*3B Safety Discrete Oufput Point 35
'E] Supplemental Release for Third Party Communication G|l Dl O G 3
%30 Safety Discrete Input Point. 43
ﬁ! Uninstall E Safety Discrete Input Group a
x3F Safety Dual Channel Output 51
. x49 Safety Analog Input Point 55
'@] Iser Guide a8 Safety Dual Ghianrel Analog Inpul 62
x4C SERCOS Il Link 6
xF3 Conneclion Configuration 69
xF5 TCPAP Inferface yid
PUB00170 www.odva.org Page 7 of 77
Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org

© 2017 ODVA, Inc. All rights reserved.



e
Vot

oDVA

Test Gwdance Safety Results Audit Tool
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and 18th Annual Meeting &' Audit Safety Results
° A n a I yZ e S al I S afety | O g S Safety version: Format: Base Extended

Metwark: () DeviceMet (@) EtherNet/TP () CIP Safety on sercos

° Multlple test passes reqUIred Results drectory:  C:\ODVAICTS_CIPSafetyEtherNetlPConform\ L oo _DUT
— Target Configurations Devee pe

EBridge

o I /O S I Z e < = 2 byteS || single-cast producing originator Single-cast producing target
|:| Single-cast consuming ariginator |:| Single-cast consuming target
Y I /O S I Z e > = 3 bytes || Multi-cast consuming originator Multi-cast producing target

Small output assembly <= 2 bytes Small input assembly <= Zhytes

— Orig i nator Config u rations [7]Large output assembly >= 3bytes  [¥]Large input assembly == 3 bytes

|| Connection Configuration Object [ safety Reset Switch [~ change Mode
* Connection size variation LR
[#] Type 1 (Config) [¥] Type 2 (5CID) Type 2 (5CID = 0)
] S i n g I e/ M u It | - C aSt Safety Network Configuration Tool (SNCT)  [C]Originator [ Target
. . . TestMumber Name nl
— Vendor-specific configuration 2 Ty 2Comectonct. . Tes b
3 Connection Initialization Test
4 Connection Parameters CRC Negative Test <
a| 11 | 2
Validation Log Safety Results

Marketing & Training Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
© 2017 ODVA, Inc. All rights reserved.
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i Audit Safety Results =]
Safety version: Format: Base Extended
Metwork: () DeviceMet (@) EtherNet/IP () CIP Safety on sercos

Results directory:  C:\ODVAVCTS_CIPSafetyEtherNetIPConform| L1k _DUT

Device type
Bridge
[ single-cast producing originator Single-cast produding target
|:| Single-cast consuming target

Multi-cast producing target

|:| Single-cast consuming originator
D Multi-cast consuming originator

Small output assembly <= 2 bytes small input assembly <= Zhytes
Large output assembly >= 3 bytes Large input assembly >= 3 bytes

[] Conmection Configuration Object [] safety Reset Switch [] Change Mode
Safety Open
Type 1 (Config) Type 2 (SCID) Type 2 (SCID = 0)

Safety Network Configuration Tool (SNCT) [ Originator [ Target

Test Number  Mame ol
2 Type 2 Connection Est. Pos, Test lJ
3 Connection Initizlization Test
4 Connection Parameters CRC Negative Test i
< T -
o D
Validation Log. Safety Results

e S———"

I SafetyValidateResults.txt -
File Edt Format “iew Help

Notepad

Test Guidance — Safety Results Audit Tool

):, =
BEGIM CHECKIMG DIRECT!
C:hConformanceh10550-

L 06_17%1ESCOMEO_S
10550, 06_1791ESCOMBO_S
10550, 06_17G1ESCOMEO_S
10550, 06_1791ESCOMBO_S
10550, 06_17G1ESCOMEO_S
06_1791ESCOMBO_5

2 RO: RuUn Once: r|
2 BaseFormat_TSCH
Test 2 RO: RUN ONCa: r
2 BaseFormat_TMCH
2 RO RUN ONCa: 1
Test 2 BaseFormat_TscCq
analyzing log file err|
c:vconformancer10550-

c:vconformancer10550-
C:vConformancey10650-
C:nZonformanceh10550-
CrnConformancey10550-

C:hvconformanceh10550-

Test 3 ROPFS: Run once
Test 3 BaseFormat_TsCR
Test 3 ExtendedFormat_|
Test 3 ROPFS: RuUn Once
Test 3 BaseFormat_TMCH
Test 3 ExtendedFormat_|
<

Safety Results Audit Summary

Errors detected by safety results audit.
Review Validation Log for more information,

Total number of test configurations:

Required 187
Passing 206
Failing 2
Mot Found 4

Requiring review of safety and standard logs:

Tests with mixed passing/failing results 5
Results included with CIP object tests 30

Failing Tests:
TST116  BdendedFormat_TSCP, BdendedFormat_TSCPL

Missing Tests:

TST45 BaseFormat_OSCC, BaseFormat_OMCC, BxtendedFormat_0SCC,

ExtendedFormat_OMCC
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Test Guidance — Safety Results Audit Tool

STATUS |~ |TEST ™ FORMAT |~|coNF,~/spPEi~]
° S I S f t R It Found  TSTIOL BaseFormat  TSCP
amp e a e V esu S'CSV Found TST13 BaseFormat TSCP
Found TST14 BaseFormat TSCP

=)

=] ZNODVA\Events\2017-02 Conference\Sample_SafetyResults.xml

<?xml version="1.0" encoding="utf-8" 7=
«testresults=

Found TST16 BaseFormat TSCP - <test»
Found TST17 BaseFormat TSCP <runreq>RO</runreq:>
Found TST20 BaseFormat TSCP <n?mt_:resr;§;{n?mber>
<Crgz> crgz=
« Sample_SafetyResults.xml el
Found TST22 BaseFormat TSCP <cre>DXEED1EAF3 </crcs
Found TST2  BaseFormat TSCP «/CRCs>
Found TST31 BaseFormat TSCP <Result>Pass </Result:
Found TST3  BaseFormat TSCP <ResultCRC=0XEED1E4F3</ResultCRC >
</test=
Found TST4  BaseFormat TSCP _ ctests
Found TST58 BaseFormat TSCP <runreq>RO</runreq>
Found TST5 BaseFormat TSCP <number>=2</numberz
Found TST6  BaseFormat TSCP <cfg>TSCPL</cfg>
Found  TST101 ExtendedFormat TSCP - <CRC5>DxEEmE4F3 J
O = Ccrcz
Found TST109 ExtendedFormat TSCP </CRCs>
Found TST113 ExtendedFormat TSCP <Result>Pass</Result>
Found TST116 ExtendedFormat TSCP <ResultCRC >0xEED1E4F3 </ResultCRC >
Found TST121 ExtendedFormat TSCP </testx
Found  TSTI3 ExtendedFormat TSCP - <test>
<runreq>RO</runreq:>
Found TST16 ExtendedFormat TSCP <numbers2</numbers
Found TST3  ExtendedFormat TSCP =cfg=TMCP=/cfg=
Found TST4  ExtendedFormat TSCP - <CRCs>
Found TSTS8  ExtendedFormat TSCP dz‘;rgmﬂm“mdﬂw
5=
Found TSTS  ExtendedFormat TSCP <Result=Pass </Result>
Found  TST6 ExtendedFormat TSCP <ResultCRC-OXEED1E4F3 </ResultCRC>
Skipped TST6  ExtendedFormat TSCP <ftest=
Found TST6  ExtendedFormat TSCP - <test>
Found TST101 BaseFormat TSCPL <runreq>RO </runreq>
<number=2</number=
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Avallable CIP Safety CCTs
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DeviceNet

— CT7 DS (CT26 DN)
EtherNet/IP

— CT8ES(CT12 EN)
Sercos llI

— CT1SS

Planned updates in 2017 — Release candidates available
— CT8 DS (CT28 DN)
— CT9 ES (CT14 EN)
— CT2SS
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Planned updates in 2017
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and 18th Annual Meeting

* Release of new safety software subscriptions in first half of 2017
— Improvements related to Originator testing
— Improved support for non-SNCT devices
— Fixes for unexpected stack behaviors
* Next software subscription
— Improve safety results audit to cover all tests and eliminate manual checking
— Add coverage for Safety Motion objects
— Support ongoing specification changes
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© 2017 ODVA, Inc. All rights reserved.



e
Vot

oDVA

ndustry Confere
nn

. 4 Available CIP Safety TSPs

« Ann Arbor (ODVA Technology and Training Center)
— CIP Safety on EtherNet/IP, DeviceNet, Sercos Il
— Target and Originator

Magdeburg TSP (University of Magdeburg)

— CIP Safety on EtherNet/IP
— Target

Stuttgart TSP (University of Stuttgart ISW)
— CIP Safety on Sercos Il
— Target

Yokohama TSP and Shanghai TSP (TRJ, TRS)
— No CIP Safety testing at the present time
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oDvA Opportunities For Additional Training

« CIP Safety One Day Training
— in conjunction with TUV Rheinland HW/SW FS Engineer Training and Exam
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