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Reduction in Defects New Product OEE Improved Reduction in
Introduction Improvement Inventory Energy Use

49% 1 23% | 16% | 35% | 18%
@® ® O] @®

Reduced
Downtime

48%
®

Defect rate
down from New product
4.9% to 2.5% introduction cycle
time reduced from 15
to 11 months

Unplanned downtime
down from 11%o
5.8%

Inventory Annual energy
turns increased cost down from
from 14 to 19 $8.4M to $6.9M

Average OEE
improved
from 74% to 86%

O {2d2NDSY {/a 22NI Rk/ AandRK & {Lyyf NEINJAS i/ d&FF OWKIANRYE Hnmpé &adzNBSe 27
SCM World and Plant Managers across 17 vertical industries.
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Industrial 10T - Business Outcomes

Smart Devices, Smart Machines, Smart Manufacturing

Customer choice of best-in-class products through Industrial 10T device
coexistence and interoperability

A
A
A Standard Network Services; Standard Network Tools
A

Pervasive Asset Optimization and Utilization

i Common infrastructure devices and tools

I Human assets: knowledge, experience, training
A Better Analytics

i Device/Machine, System/Plant, Enterprise
A Enables Innovative Technologies

I Mobility T Personnel and Equipment

i Cloud 71 On Premise and Off Premise
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Industrial OT vs. Enterprise IT Networks

Industrial OT Network Enterprise IT Network

Network
Technology

Network
Availability

Service Level
Agreement (SLA)

IP Addressing

Standard IEEE 802.3 Ethernet and proprietary {non Standard IEEE 802.3 Ethernet
standard) versions Standard IETF Internet Protocol (IPv4 and IPv6)
Standard IETF Internet Protocol (IPv4) and proprietary

(non-standard) alternatives

SwitchLevel and Devickevel Topologies SwitchLevel topologies

Ring Topology is predominant for both, Redundant Star foRedundant Star Topology is predominant

switch topologies is emerging rsgziﬂgigi, I;I;E,CE;F, and vendor specific Layer 2 and L

Standard IEEE, IEC and vendor specific Layer 2 resiliency

protocols
Mean time to recovery (MTTRMinutes, Hours Mean time to recovery (MTTRMHours, Days
Mostly Static Mostly Dynamic
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Industrial OT vs. Enterprise IT Networks

Industrial OT Network Enterprise IT Network

Traffic Type Primarily locat; traffic between local assets Primarily nonlocalg traffic to remote assets
Information, control, safety, motion, time synchronization, Voice, Video, Data
energy management Larger packets and frames
Smaller frames for control traffic Standard application layer protocols: HTTP, SNMP, DNS,
Industrial application layer protocols: CIP, PROFINET, IEQRTP, SSH, etc.
61850, Modbus TCP, etc.
Performance Low Latency, Low Jitter Low Latency, Low Jitter
Data Prioritizatiorg QoS¢ Layer 2 & 3 Data Prioritizatiorg QoS¢ Layer 3
Security Open by default, must close by configuration and Pervasive
architecture Enterprise security standards
|ndUStl’ia| Security Standal’d$eg IEC, NIST Strong Security policies
Inconsistent deployment of security policies Lineof-sight across the Enterprise and to the Internet
No lineof-sight to the Enterprise or to the Internet
Technical Track 2017 Industry Conference & 18th Annual Meeting www.odva.org
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Structured and Hardened Architectures

A Scalable

A Reliable

A Safe

A Secure

A Future-ready

Key Tenets

Smart Endpoints
Segmentation (Zoning)
Managed Infrastructure
Resiliency

Time-critical Data
Wireless - Mobility

Holistic Defense-in-Depth
Security

Convergence-ready

o o To Io Do Do Do Do
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Zoning Through Segmentation

Level 5

Level 4

E-Mail, Intranet, etc.

FactoryTalk FactoryTalk
Application Directory
Server

Level 3

FactoryTalk
Client

Level 2
Operator
Interface

Batch Discrete Control
Control

Sensors

Level 1

Level O

Drives Actuators Robots Process

SIS Enterprise Security Zone

Levels 4-5
Site Business Planning and Logistics Network

Industrial DMZ
Level 3.5

Engineering Ri te A
e Sroclices Site Operations [T Industrial Security Zone(s)
and Control Levels 0-3

FactoryTalk Area
Client Supervisory

Engineering Operator Control
Workstation Interface

Cell/Area Zone(s)

: SEROell | avels 0-2
Drive Control Continuous Safety
Process Control Control
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Plant-wide Zoning

AFunctional / Security Areas

ASmaller Connected LANS
ASmaller Broadcast Domains
ASmaller Fault Domains
ASmaller Domains of Trust

Alindustrial 10T Technology

ABuilding Block Approach for

Scalability

Zoning Through Segmentation

Level 3 - Site Operations

i < | N j
- = N} V.“‘
) i

Utilities

) 1

B - - p rt f /

Ceep! ‘
s Z

Packaging

Processing
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Wide Area Network (WAN)

Data Center - Virtualized Servers

A ERP - Business Systems

A Email, Web Services

A Security Services - Active Directory (AD), Identity Services (AAA)
A Network Servicesi DNS, DHCP

A Call Manager

External DMZ/
Firewall

Zoning Through Segmentation
Key Tenets

Enterprise Zone

Levels 4-5

Physical or Virtualized Servers
Patch Management

A AV Server

A Application Mirror

A Remote Desktop Gateway Server

o 0 3w o 20

Physical or Virtualized Servers
A “FactoryTalk® Application Servers and
Services Platform
A Network & Security Servicesi DNS,
AD, DHCP, Identity Services (AAA)
A Storage Array
Wireless
LAN Controll
X X (WLC)
Level 3 - Site Operations
(Control Room)

el

Distribution
Switch Stack

Distribution

% '\ Switch Stack

&t

=i d
Camera @

twap /
=

Phone
SSID
5 GH;
\wee Ml g == ~| Etheri 'et/IP
L) G L
Contruller Controller

|-

Soft ﬂ
L~ Starter -i-’ -/E
. i
r Instrumentation 5
- Drive 110 Servo HMI
Controller Etheri‘et/IP Drive

Plant Firewalls

Active/Standby

Inter-zone traffic segmentation

ACLs, IPS and IDS

VPN Services

Portal and Remote Desktop Services proxy

-";’\ Access
Switches
-4
/\;—:,/ Cell/Area Zone

Levels 0I2

Access
Switches

Cell/Area Zone
Levels Of

Industrial

Demilitarized Zone

(IDM2)

Industrial Zone

Levels 0i 3
(Plant-wide Network)

.
=5 Safety
. |Controller

A
A

Smart Endpoints
Segmentation
(Zoning)
Managed
Infrastructure
Resiliency
Timecritical Data
Wireless- Mobility

Holistic Defense
in-Depth Security

Convergence
ready

Cell/Area Zone - Levels 0i 2
Redundant Star Topology - Flex Links Resiliency
Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Cell/Area Zone - Levels 0i 2
Ring Topology - Device Level Ring (DLR) Protocol
Unified Wireless LAN
(Lines, Machines, Skids, Equipment)

Cell/Area Zone - Levels 0i 2
Linear/Bus/Star Topology
Autonomous Wireless LAN
(Lines, Machines, Skids, Equipment)

Etheri'et/IP
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IDMZ

Industrial zone - C|P [mplicit TraffidProducers &
Levels &3
Consumer

>80% local
Cyclical I/O traffic, UDP unicast and multicast

<500 Bytes, Frequer®.5( 2 mMnQa 2F )
ms

CIPEXxplicitTraffic- Informational
control andadministration

Intra- and intercell/area zone traffic flow

Non-critical administrative or data traffic usingCP

H E Cell/AreaZone E E Cell/AreaZone ¢
I DY v rrerreconcensensd L ee? fereecensersersecensensessacensnnne el .. ~1500 Bytesinfrequent
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Industrial Network Topologies

SwitcHevel Topologies
Star/Bus

Rin L
9 J Linear l l
Switch Stack

Resilient Ethernet
Switch Stack Protocol (REP)

Star

Flex Links

Redundant |

Drives, and Distributed 1/0
Controllers, Drives, and Distributed I/0

CeII/Area Zone
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Controllers, Drives, and Distributed I/0O
Cell/Area Zone
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Devicdevel Topologies

|| Switch-level and .
Device-level Topologies
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Controller I -M
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VFD
Drives, and Distributed I/0 Drive
® Cell/Area Zone Controller Instrumentation
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